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Book Overview 

We are witnessing an intellectual revolution.  For hundreds of years, the 

technologies we used to communicate were based on paper – the letter, the 

newspaper, and the book.  But in our lifetimes, these technologies have 

increasingly been supplemented and supplanted by electronic versions – the 

email, the web page, and the e-book.  Computers now mediate the ways we read, 

write, and think.  The embrace of digital platforms has been an undeniable force 

for good, enabling almost anyone with a networked computer or mobile phone 

to read widely and speak to the world instantaneously.  Yet even as these 

technologies enable new forms of learning and expression, they have been 
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designed to create a data trail for each of us of what we read, what we say 

privately, and what we think.   

 

Consider the records that Google has of the searches you have entered: 

records of your wonderings, musings, and fantasies.  Or the records your email 

provider has of your communications, or a cloud company has of your 

documents.  Or consider Facebook or other social networks, which allow us to 

gossip and post photos and videos of other people.  Searching and sharing are 

undeniably cool, but they have a potential dark side.  In 2006, most of the major 

search engines turned over millions of user search requests to a government 

agency investigating online obscenity.  In 2010, Rutgers University student 

Tyler Clementi killed himself after a secretly-recorded video of his sexual 

activities was shared online.  And in 2011, during the “Arab Spring,” social 

media technologies and the intellectual records they created were the source of 

vibrant political dissent; they thus became a new target for political censorship 

and surveillance by oppressive states.  How should we think about these new 

technologies and forms of information?  What should we do with them?  And 

what must we not do with them? 

 

While we’re being dazzled by the latest gadgets and digital toys of the 

intellectual revolution, something important is being lost.  The English novelist 

Zadie Smith has suggested that “in the Anglo-American world we race ahead 

with technology and hope the ideas will look after themselves.”  This book is an 

attempt to help our ideas and our values catch up with our new technologies.  

Today the new intellectual technologies are in flux, but soon they will stabilize 
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and we will start to view the haphazard world they have created as normal and 

natural.  Our old ways of thinking about them are inadequate.  We need to 

think through the values our technologies encode before it is too late. 

  

Our law typically lumps questions of personal information like these into 

the categories of freedom of speech and the right to privacy.  But we’re often 

confused about how to think about these concepts and how to apply them.  We 

also tend to see them as naturally in conflict, forcing us into a difficult decision 

to choose just one.  In the digital age, must we choose between privacy and 

speech? Must we have one or the other?  Is privacy dead? 

 

Put simply, no.  But we need to be clearer by what we mean by both 

“privacy” and “speech.”  This book tries to do that.  It is a book about the 

complexity of these two values, about what they mean, what they do for us, and 

about the surprising, mutually-reinforcing relationships between them.   

 

For over a century, the law has treated speech and privacy as if they were 

conflicting values – from Louis Brandeis and Samuel Warren’s call for a “right to 

be let alone” by the press in 1890 to some of the most recent cases involving 

databases, blogs and new electronic social media.  The rise of the Internet – in 

which anyone with a networked device can speak to the world – has unsettled 

many traditional norms, including our conceptions of privacy and free speech.  

Issues of privacy and speech are everywhere throughout our society, from 

questions about Facebook’s privacy practices to blockbuster First Amendment 

cases before the Supreme Court.  What does it mean to have privacy in an 
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increasingly digital society?  What kinds of rights should we have – not only to 

speak, but also to control or participate in the communication of information 

about us?  Who can read our diaries, our emails, and our search logs?  This book 

is the product of my thinking and writing over the past decade, trying to come 

to grips with these issues and propose new solutions to these timeless and timely 

problems. 

 

Despite the complexity of privacy, speech, and the Internet, my argument 

in this book boils down to two simple propositions.  First, I argue that when 

free speech conflicts with traditional notions of privacy, free speech should 

almost always win.  Warren and Brandeis thought of privacy as protecting 

emotional injury against gossip by the newspapers.  Their idea that privacy and 

speech are in conflict has framed how we think about privacy in the legal system 

and in the wider world.  But as I show in the book, the Warren and Brandeis 

argument was flawed even on its own terms in 1890.  Over a century later, their 

argument is inconsistent with a society committed to free speech and robust 

public debate.  Our commitment to free speech means we must reject their 

argument in almost all cases.  There may be some limited remedies for truly 

shocking disclosures of private facts that cause emotional injury, but we must 

recognize the limits of the Warren and Brandeis idea, both as a value and as a 

way of thinking about privacy. 

 

Yet we don’t need to give up on privacy altogether.  The First 

Amendment limits on privacy aren’t absolute.  Tort privacy is a poor vehicle for 

protecting against hurtful speech and disclosures of information, but other legal 
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tools can be more effective.  Confidentiality law, anti-stalking and anti-threat 

laws, consumer protection law, and more nuanced use of privacy torts can all 

play a role in regulating the excesses of speech and protecting individuals in the 

digital environment.  Preserving both free speech and privacy requires us to 

define both carefully, and I will show how we can have meaningful protection of 

our personal data in the digital age without sacrificing our commitment to free 

speech. 

 

The second claim in the book is that privacy and free speech are not 

always in conflict.  In fact, a specific kind of privacy is necessary to protect our 

cherished civil liberties of free speech and thought.  I call this second conception 

of privacy “intellectual privacy.”  Intellectual privacy is protection from 

surveillance or interference when we are engaged in the processes of generating 

ideas – thinking, reading, and speaking with confidantes before our ideas are 

ready for public consumption.  Law has protected intellectual privacy indirectly 

in the past, but the technological and social changes in the way we think and 

speak brought on by the Internet and modern telecommunications have raised 

the stakes.  More and more, the acts of reading, thinking, and private 

communication are mediated by electronic technologies, including personal 

computers, tablets, e-books, and smart phones.  Whenever we shop, read, speak, 

and think, we now do so using computers that create records of these activities.   

 

For example, our ISPs have records of every web site we visit – a virtual 

transcript of our intellectual explorations, of our reading and thinking.  And 

many powerful entities, from Facebook to the National Security Agency, have 
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shown an interest in our intellectual records – our reading habits, surfing habits, 

and private communications.  Surveillance or interference of our reading and 

thinking can drive it to the average, the mainstream, and the boring.  And in a 

world of “multiveillance” – surveillance not just by the state but by companies, 

marketers, and those in our social networks – we need to reconsider the ways we 

allow monitoring and access.   

 

If we are interested in the development of new ideas and new, original 

speech, I argue, we must safeguard the processes of intellectual explorations and 

belief formation by providing a meaningful guarantee of intellectual privacy.  

Once we jettison the old ways of thinking about privacy as being in tension 

with free speech, we can see need to protect our ancient values of free minds and 

free speech in the modern digital age. 

 

And we can see how to do it.  My vision of intellectual privacy has at least 

four dimensions – the freedom of thought and belief, spatial privacy, the 

freedom of intellectual exploration, and the confidentiality of communication. 

Taken together, these categories provide an overlapping and mutually 

supporting system of protection for the incubation of new ideas in their 

formative stages.  I hope to show that privacy and speech are not forever 

opposed to each other, and that if we think more carefully and more clearly 

about the problems of information, we can have meaningful protection of both 

of these vital civil liberties. 
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Book Summary and Chapter Abstracts 

 

PART ONE: THE LIMITS OF TORT PRIVACY 

 

 Part One is about the conflict between free speech and the idea of privacy 

that law has used in the past – Warren and Brandeis’s idea of tort privacy rights 

against press disclosures of the truth.  The basic argument of Part One is that 

our existing framework of “tort privacy” protecting personal information 

against disclosure is flawed – it is limited in theory and ineffective in practice.  

But I argue that even though tort privacy is limited, it does not follow that 

regulation of information or protection of other forms of privacy is impossible.  

The first three chapters of Part One show how modern notions of free speech 

reveal that the Warren and Brandeis idea of privacy is something of a legal dead 

end.  The remainder of Part One shows that this critique of disclosure privacy 

has limits of its own.  It will show how when we think about privacy away from 

the Warren and Brandeis model, other conceptions of privacy or of harm sit 

much more comfortably with our commitment to the free expression of ideas 

and information.  These alternatives can be applied to help remedy many of the 

harms that tort privacy has failed to solve. 

 

Chapter One: The Theory of Tort Privacy 

 Chapter One introduces the idea of “tort privacy”: the protection of 

injury to feelings and personality caused by the collection or disclosure of 

personal information.  I want to ground the reader in what I mean by “tort 

privacy,” so that future chapters exploring its potential and limits are clear and 
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comprehensible.  This chapter will show that tort privacy has a range of related 

meanings in American law, including the injury from the use of one’s likeness in 

advertising without consent, or intrusion into places of seclusion.  But the 

dominant meaning of tort privacy is as the “disclosure tort,” the protection of 

hurt feelings that result from the public disclosure of personal information.  The 

chapter will tell the colorful story of the evolution of the disclosure tort, tracing 

its development in American law from its origins in Samuel Warren and Louis 

Brandeis’ 1890 article “The Right to Privacy,” through William Prosser’s 

recognition of four privacy torts in the 1940s and 50s, and showing how the 

theory of privacy embodied in the disclosure tort came to represent the central 

conception of privacy in American law.   

 

Chapter Two: The First Amendment Critique  

 At the same time the Warren and Brandeis notion of privacy was gaining 

currency, it was coming into conflict with a growing American commitment to 

the freedom of speech and press.  Ironically, the writings of Louis Brandeis were 

also driving this parallel tradition of free speech. This chapter examines the First 

Amendment critique of disclosure privacy – the idea that tort rights against the 

disclosure of personal information offend constitutional notions of free speech.  

The chapter argues that the First Amendment critique has a good deal of merit, 

and shows how the disclosure tort was shaped in such a way as to bring it 

inevitably into contact with free speech.  It will briefly trace the evolution of 

this conflict, from the work of William Prosser through the line of Supreme 

Court cases beginning with New York Times v. Sullivan (1964), and into the 

digital environment.  I will show how the disclosure tort’s core elements – 
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widespread publication of the truth and the protection of emotions – are directly 

contrary to basic norms of First Amendment law, which broadly protects 

truthful debate and largely rejects emotional harm as a basis for restricting 

speech.  The First Amendment critique also applies to Internet speech, which 

while often trivial, has frequently proven to have significant social and political 

value.  The history of the development of disclosure privacy and free speech 

over the twentieth century reveals that we must ultimately make a choice – 

either categorically or on a case-by-case basis – between the two ideas. 

 

Chapter Three: The Limits of Disclosure 

If we have to choose between disclosure privacy and free speech, what 

choice should we make?  Chapter Three argues that disclosure privacy must 

ultimately give way to free speech concerns in most (but not all) cases of the 

widespread publication of true facts.  Early advocates of the disclosure tort 

(including Warren and Brandeis) tried to answer the First Amendment critique 

by protecting only “private” facts and “private” figures.  Some defenders of tort 

privacy today make similar suggestions.  But even Brandeis himself ultimately 

came to concede that the disclosure tort must give way to free speech concerns 

where there is a conflict, as the public/private distinction is too imprecise and 

too dangerous a tool to give to judges and juries in individual cases.  In its Gilded 

Age origins, and in its protection of emotional harm and propriety, disclosure 

privacy essentially protects against egregious breaches of etiquette.  But the 

modern First Amendment protects rudeness – granting a constitutional right to 

offend as a small price to pay for unfettered public debate.  I will show how First 

Amendment rights must trump disclosure privacy except in cases of truly 
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extraordinary and harmful disclosures of private (usually sexual) information.  

The chapter illustrates this point by presenting and critiquing a fascinating line 

of recent English cases dealing with the sex lives of professional athletes.  These 

cases allow for the censorship of newspapers under a privacy rationale, and show 

how censorship of this kind is both undesirable and impractical in the age of the 

Internet.  Damages based on the emotional harm caused by words are at odds 

with the First Amendment in most cases, whether they are sought under a 

disclosure theory or some related theory such as the intentional infliction of 

emotional distress.  Abandoning disclosure does not mean abandoning privacy, 

but the disclosure tort is a poor model on which to base our understandings of 

what privacy can mean, and how we should protect it through law. 

 

Chapter Four: Consumer Data Protection 

Chapter Five addresses a broader form of the First Amendment critique 

than the one examined in Chapters Two and Three – the argument that the First 

Amendment also bars the government from regulating some or all of the 

commercial trade in personal information.  This argument had some success in 

the federal appellate courts in the 1990s and 2000s, and the Supreme Court seems 

to have recently embraced it in the 2011 case of Sorrell v. IMS.   

 

Building on earlier work that has influenced scholars and courts struggling 

with this issue, this chapter argues that the First Amendment critique of data 

privacy law is largely unpersuasive.  While the First Amendment critique of the 

privacy torts does threaten important First Amendment interests, the broader 

First Amendment critique of data privacy protections for consumers does not.  
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Unlike news articles, blog posts, or Facebook gossip, which are expressive 

speech by human beings, the commercial trade in personal data uses information 

as a commodity traded from one computer to another.  The data trade is much 

more commercial than expressive, and the Supreme Court has long held for 

good reason that the sale of information is commercial activity that receives very 

little First Amendment protection.  We must keep faith with this tradition in 

our law rather than abandoning it.  Drawing on notions of “data protection” 

from Continental Europe, I argue that when we jettison the old framework of 

tort privacy versus free speech, we can envision new ways of protecting 

consumer information on the Internet that can benefit us all. 
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Chapter Five: Rethinking Invasion of Privacy 

We often say of unwanted disclosures of personal information that they 

are an “invasion of privacy.”  But the colloquial phrase “invasion of privacy” fits 

better with another of the privacy torts that flowed out of Warren and Brandeis’ 

article.  This is the tort of intrusion into seclusion, which protects against 

trespasses, unwanted observations, and other violations of private places.  

Chapter Five presents the intrusion tort as an alternative and better way of 

thinking about tort privacy.  Instead of focusing on harms caused by the 

dissemination of private information, intrusion focuses on its collection.  Because 

the injury in the intrusion context is quite literally the act of “invasion of 

privacy,” and not speech, intrusion represents a more helpful way of 

understanding some of the problems of privacy in the digital age, and avoids 

many of the problems of the First Amendment critique of privacy.  The 

fascinating law cases reflect this difference, as the press have much less First 

Amendment immunity when they invade our solitude than when they disclose 

the truth about us.   

 

More importantly, thinking about actual invasions of privacy can solve 

some of the important problems that disclosure raises but fails to answer.  Using 

the example of the suicide of Tyler Clementi, the chapter shows how an 

intrusion theory of liability based on the unlawful collection of information 

faces far fewer constitutional problems than a disclosure tort theory based upon 

the publication of true, embarrassing facts.  And as the military funeral protest 

case of Snyder v. Phelps illustrates, while the First Amendment is threatened by 

holding protestors liable for using words that cause emotional harm, punishing 
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protestors for disrupting funerals under an intrusion theory avoids First 

Amendment objections.  It also targets the truly objectionable harm such 

protests cause.  This shows how in trying to protect private information from 

disclosure, the law should focus on preventing unwanted collections or 

accumulations of information, rather than preventing the dissemination of 

already-collected information.  This insight is much broader than the application 

of the privacy torts, and has implications for our information policy as a whole, 

which will be picked up in Part Three. 

  

PART TWO: THE PROMISE OF INTELLECTUAL PRIVACY 

 

 Part One re-imagined ways in which some of the interests protected by 

disclosure privacy could be protected in a digital environment. Part Two re-

imagines the relationship between speech and privacy in a more radical way 

altogether.   

 

Previous understandings of privacy and free speech have thought of the 

two values as conflicting, as if having more privacy always required a tradeoff of 

less free speech.  Part Two shows that this view of the relationship between 

privacy and speech is incomplete and misleading.  It shows how privacy and free 

speech are often related, and how a meaningful amount of privacy – what I call 

“intellectual privacy” – is essential to a robust culture of free expression.  

Intellectual privacy is different from tort privacy, because it is the privacy 

necessary to produce speech, rather than a privacy protecting against injury 

from unwanted speech.  Chapter Six outlines the basic theory of intellectual 
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privacy, encompassing the freedom of thought, the freedom to read, the 

importance of spatial privacy, and the need for protection of confidential 

communications and associations.  Chapters Seven through Ten give detail to 

each of these elements. 

 

Chapter Six: A Theory of Intellectual Privacy 

 Chapter Six presents an overview of intellectual privacy – the protection 

of the processes of thinking, reading, and generating new ideas from the 

interference and surveillance of others.  First Amendment cases and books are 

full of explanations about why we allow large amounts of often offensive and 

harmful speech.  But discussions of free speech have only rarely addressed the 

question of how we ensure new and interesting ideas get produced.  This is a 

curious omission, because if we care about free speech, we should care about 

speakers having something interesting to say.   

 

Imagine a society in which there were few if any barriers to the airing of 

racist, false, hurtful, or shocking speech, but in which the government had access 

to all sorts of information about the reading habits and private communications 

of individuals.  By the standards of current law, we would probably say that this 

was a speech-protective society – in fact, it is a society that is arguably very 

similar to the one we live in today.  But in such a society, something important 

is missing, which is intellectual privacy.  Intellectual privacy matters because it 

gives new and possibly heretical ideas room to develop and grow before they are 

ready for publication.  Intellectual privacy gives us the ability to make up our 

minds about controversial ideas by ourselves or with a few trusted confidantes, 
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free from being watched or discovered by others.  By contrast, surveillance of 

intellectual activity deters people from engaging with new ideas and inclines our 

intellectual explorations to the boring, and bland, and the mainstream.   

 

 Like tort privacy, the roots of a theory of intellectual privacy can be 

found in the writings of Louis Brandeis.  In a series of constitutional law 

opinions in the 1920s, Brandeis argued for the importance of protection of 

freedom of thought, intellect, and private speech as essential preconditions of 

freedom.  Brandeis’ arguments were incomplete, and have been overlooked by 

most scholars, but they point the way towards a broader theory of intellectual 

privacy.  In order to speak, it is necessary to have something to say, and the 

development of ideas and beliefs often takes place best in solitary contemplation 

or collaboration with a few trusted confidants. To function effectively, these 

processes require a measure of what I call “intellectual privacy.” Intellectual 

privacy is the ability, whether protected by law or social circumstances, to 

develop ideas and beliefs away from the unwanted gaze or interference of others. 

Surveillance or interference can warp the integrity of our freedom of thought 

and can skew the way we think, with clear repercussions for the content of our 

subsequent speech or writing. The ability to freely make up our minds and to 

develop new ideas thus depends upon a substantial measure of intellectual 

privacy. In this way, intellectual privacy is a cornerstone not just of meaningful 

First Amendment liberties, but of the political and personal liberty on which a 

free society depends. 

 

Chapter Seven: Thinking  
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The core of intellectual privacy is the freedom of thought and belief.  The 

freedom to think and believe as we want is arguably the defining characteristic 

of a free society and our most cherished civil liberty.  This right encompasses the 

range of thoughts and beliefs that a person might hold or develop, dealing with 

matters that are trivial and important, secular and profane. And it protects the 

individual’s thoughts from scrutiny or unwilling disclosure by anyone, whether 

a government official or a private actor such as an employer, a friend, or a 

spouse. At the level of law, if there is any constitutional right that is absolute, it 

is this one, which is the precondition for other political and religious rights 

guaranteed by the Western tradition.  Yet curiously, although freedom of 

thought is widely regarded as our most important civil liberty, it has not been 

protected in our law as much as other rights, in part because it has been very 

difficult for the state or individuals to monitor thoughts and beliefs even if they 

wanted to.  

 

Changes in technology, however, have begun to make the surveillance of 

our thoughts much easier.  Direct surveillance of thoughts still remains in the 

realm of science fiction, though brain scanning technology is developing 

through advances in neuroscience.  Moreover, indirect surveillance of thoughts 

and beliefs is now possible.  Think, for example, about the profile a search 

engine company like Google has for its users.  A transcript of search queries and 

links followed is a close approximation to a transcript of the operation of the 

human mind.  In the logs of search engine companies are vast repositories of 

intellectual wonderings, questions asked, and mental whims followed.  Similar 

logs exist for Internet Service Providers and other new technology companies.  
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Google’s own slogan for its web browser Chrome is “Browse the web as fast as 

you think,” revealing the reality of the Internet that web browsing itself is a 

kind of thinking.  And the data contained in such logs is eagerly sought by 

government and private entities interested in monitoring intellectual activity, 

whether for behavioral advertising, crime and terrorism prevention, and 

possibly other, more sinister purposes.  Looking at these issues from the 

perspective of the freedom of thought shows that records of intellectual activity 

raise novel and fundamental questions about our civil liberties. 

 

Chapter Eight: Reading 

 This chapter expands the frame of idea generation beyond freedom of 

thought, and argues that thinking alone is insufficient to produce new ideas.  As 

a number of intellectual property scholars have demonstrated, the generation of 

ideas frequently depends on access to the ideas of others who have come before.  

In a free society, access to new ideas (whether we agree with them or not) 

requires the ability to read freely and without constraint.  Oversight or 

interference with our reading habits can curtail our willingness to read freely 

and to experiment with ideas that others might think deviant, laughable, or 

embarrassing.  The freedom of intellectual exploration has been recognized in 

several places in American law, although under a number of different names. A 

number of cases have recognized the right to receive information and ideas.  

Most famously, in Stanley v. Georgia, the Supreme Court held that a prosecution 

for the possession of obscenity in a home violated the First Amendment because 

of the fundamental need for privacy surrounding an individual’s intellectual 
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explorations.  But the right to read has been underappreciated and under-

theorized.   

 

As with freedom of thought, the right to read is increasingly under threat 

in the modern age of networked communications and access to information.  In 

terms of making information and ideas broadly available, the Internet has 

opened up new horizons of access, on a scale that is unprecedented in human 

history.  Moreover, the rise of laptops, smart phones, tablets, and electronic 

books means that more and more of what we read is being mediated by 

electronic technologies.  But these technologies have a potential dark side: while 

they open up new opportunities to read and interact with new ideas, they also 

create records of reading habits and intellectual explorations.  At a general level, 

websites hosting text or video can maintain records of what users look at or read.  

For instance, Amazon.com maintains records not just of the books its users buy, 

but also the books they don’t, and the pages they browse.  And the Kindle 

website allows anyone to view the most-read passages on Kindle readers from 

automatically collected data on reading habits.   

 

While companies claim they will respect the confidentiality of such 

records, in reality these records are subject to a very low level of legal protection.  

Moreover, other legal requirements such as copyright and child protection laws 

mandate a logic of surveillance that can become highly intrusive.  Thus, the 

Digital Millenium Copyright Act requires the unmasking of anonymous users in 

order to protect copyright holders from infringement.  And in order to protect 

children from adult content, users of Youtube.com who wish to access content 
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flagged as indecent must register with YouTube and create accounts that allow 

even greater surveillance and identification of their viewing habits.  This creates 

the irony of greater intellectual privacy protections for users who read and view 

only the non-objectionable content, and creates a chill on the unfettered right to 

read anonymously.   

 

Chapter Nine: Confiding  

The fourth dimension of intellectual privacy is freedom of confidential 

communications. Confidentiality protects the relationships in which 

information is shared, allowing candid discussion away from the prying ears of 

others. It allows us to share our questions and tentative conclusions with 

confidence that our thoughts will not be made public until we are ready. 

Confidentiality protects the disclosure of our shared secrets in a number of ways, 

although two are especially relevant here: (1) preventing interception of our 

communications by third parties and (2) sometimes also preventing betrayal of 

confidences by our confidants.  A good example is a telephone call, where 

confidentiality rules prevent both wiretapping by third parties and the telephone 

company from sharing the contents of our communications. Under some 

circumstances, such as when we talk to our lawyers, our confidant is also 

prohibited from disclosing our communications.  Because it involves the sharing 

of information, confidentiality is further removed from the freedom of thought 

that forms the core of intellectual privacy, and is subject to more exceptions. 

Nevertheless, by enabling us to share our ideas before they are ready for “prime 

time,” confidentiality rules preventing interception and betrayal are essential 

requirements for the creation and protection of new ideas. 
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Chapter Ten: A Room of One’s Own/MySpace 

Although freedom of thought is in many ways the bedrock of freedom of 

speech, it has an important and underappreciated relationship to spatial privacy. 

Spatial privacy refers to the protection of places—physical, social, or otherwise—

against intrusion or surveillance.  It is most clearly reflected in the well-known 

examples of trespass law and in the Fourth Amendment’s protections of the 

person and home against unreasonable searches and seizures. The relationship 

between spatial privacy and intellectual activity is this: we often need spaces—

physical, social, or otherwise—to allow us to think freely and without 

interference. Without the space and time to think, legal protections on free 

thought and reading become merely empty promises.  Spatial privacy therefore 

buttresses free thought and our other processes of belief formation, giving them 

a context in which they can operate more effectively.  

 

Although the relationship between spatiality and thought has been poorly 

appreciated, there are a few exceptions, including the long-forgotten linkages 

between the origins of the Fourth Amendment and the Anglo-American 

tradition of political dissent.  But many of the most compelling articulations of 

the importance of space to intellectual activity have been literary.  Samuel 

Johnson, George Orwell, and Ray Bradbury all wrote eloquently about the 

importance of places to read, think, and engage with ideas.  But the fullest 

explanation of why private places are necessary to develop one’s mind was 

Virginia Woolf, who called for a “Room of One’s Own,” in which “a lock on 

the door means the power to think for oneself.”  While it might seem unusual to 

ground legal arguments in literary examples, novelists and essayists have better 
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understood the importance of spatiality than lawyers and judges, perhaps 

because authors have a closer relationship with intellectual creativity than 

lawyers.   

 

But although our law has neglected the relationship between spatial 

privacy and idea generation, spatial privacy remains essential to any culture we 

might call “free” in any meaningful sense.  If we want to exercise our intellectual 

freedom, we need a room of our own; an intellectual “MySpace” in which we 

can develop our ideas and beliefs.  Spatial privacy provides isolation and 

inaccessibility, which in turn allow the detachment necessary for contemplation 

and the exercise of our intellectual freedoms. Creativity in isolation enables us to 

think for ourselves, free from the warping effect that the gaze of others might 

have on us. It allows us to develop the different conclusions and different ideas 

that liberal societies require for the intellectual diversity that makes freedom 

worthwhile.  Isolation may be relative; it can be the much-romanticized great 

mind working in isolation, or it can involve a small group developing their ideas 

collectively. But a space, real or virtual, within which to withdraw and develop 

new ideas, is essential. As such, spatial privacy is a critical component of 

intellectual privacy. 

 

PART THREE: RETHINKING INFORMATION POLICY IN THE DIGITAL AGE 

 

Part Three takes the insights of the book’s arguments about tort and 

intellectual privacy and sketches out some ways in which we can better promote 

freedom of speech and thought in the digital age, while still allowing room for 
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government regulation of the trade in commercial information.  The digital 

revolution is a challenge to the law’s very imagination, and imaginative answers 

are needed.  Drawing on Parts One and Two, Part Three suggests a few of those 

answers.  

 

Chapter Eleven: Beyond Tort Privacy 

American law recognizes only the four torts recognized by William 

Prosser as “privacy torts”: the torts of disclosure, false light, appropriation, and 

intrusion.  Chapter Eleven argues that in thinking about the many issues raised 

in Part One, tort privacy should actually be understood as encompassing at least 

twice as many torts, including the intentional infliction of emotional distress, 

breach of confidence, defamation, and trespass.  All of these torts share some 

(but not all) of a relatively small number of elements, and the relationships 

among them often get neglected by lawyers and lawmakers focusing on the 

privacy torts.   If we think that disclosure privacy fails to remedy real harms, 

this chapter argues that we should look more broadly to other related legal 

theories to craft new responses to new problems, including the law of threats, 

harassment, and stalking.  But privacy law has devoted too much attention to 

the protection of emotional states caused by speech, which should remain a 

category of limited liability in the interests of preserving free speech and 

expression.  To the extent we think of privacy law on the Internet, we should be 

more concerned with regulating and structuring the collection, use, disclosure, 

and retention of commercial information than protecting against emotional 

harm. 
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More importantly, when we think of privacy law in the information age, 

we should give greater attention to the protection and cultivation of speech 

through a more developed sense of intellectual privacy.  Part of the protection of 

intellectual privacy requires us to rethink the ways in which the First 

Amendment restricts the government’s ability to acquire intellectual records, 

either on its own terms or by informing the protections of the Fourth 

Amendment’s regulation of government searches and seizures.  But 

constitutional law alone is insufficient to protect intellectual privacy.  The 

constitutional values that intellectual privacy represents should inform the 

drafting of statutes and the interpretation of the common law as well.  More 

regulation is needed to protect against the collection, use, disclosure, and 

retention of information about intellectual activity.  We should treat such 

records as “sensitive data,” and erect meaningful legal requirements that limit its 

use and mandate its destruction after a reasonable (but finite) amount of time.  In 

particular, we should protect ISP logs, search engine records, web-browsing 

habits, book and movie purchases, reading habits and confidential 

communications against access by both the government and corporations.   

 

Chapter Twelve: Beyond Law 

This book is primarily about law and legal ways of thinking about free 

speech and privacy.  But it is important to recognize that the law has limits, and 

law alone cannot solve all of the problems of privacy and free speech.  

Nevertheless, even where regulation by law might be inappropriate or even 

impossible, some of law’s insights can help to guide the ways in which 

information and expression are structured in the twenty-first century.  The 
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chapter suggests two ways in which this can happen – through law’s expressive 

value, and through institutions and social norms.  First, law can have an 

expressive value.  Just as Title VII expressed a norm of gender equality in the 

workplace that extended beyond the letter of the law, so too can law have an 

expressive effect on speech and privacy in practice.   

 

Second, institutions and social norms have a role to play in the protection 

of privacy and free speech.  In particular, Internet intermediaries such as search 

engine companies, electronic bookstores, and social networking sites can have a 

real effect on the expressive environment through their policies.  Many 

intermediaries (for example Facebook and YouTube) allow the flagging and 

removal of offensive material, and although this curtails speech, it is beyond the 

actual reach of the First Amendment.  But while the First Amendment might 

not directly regulate intermediaries, such entities should still be mindful of their 

power to censor, and where speech and tort privacy are in conflict, they must 

strike a balance between these two values.  When it comes to intellectual privacy, 

intermediaries and information professionals should recognize the importance of 

expressive records and private intellectual activity as one of the cornerstones of 

expressive liberty.  In this regard, intermediaries can learn a lot from the 

professional norms of librarians, who developed traditions of intellectual privacy 

and patron confidentiality over the course of the twentieth century that have a 

lot to teach modern information professionals and entities.  It may seem ironic 

to ask technologists to look to the librarians of the past, but the chapter will 

show that as the first information professionals and information fiduciaries, 
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librarians developed norms and concepts that can be a useful guide for other 

information professionals, even (and especially) in the digital age.   

 

*** 

 

Attached to this proposal is a sample Chapter 6, which lays out the basic 

theory and history of intellectual privacy, setting up the discussion of 

intellectual privacy on the Internet in Chapters 7-10. 
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PART II:  

 
THE PROMISE OF INTELLECTUAL PRIVACY 

 
 

Chapter 6 
 

A Theory of Intellectual Privacy 
 
 Up to this point, we’ve looked at the traditional way lawyers and 
scholars have thought about the relationship between privacy and speech.  
Under this view, tort privacy and free speech are values in conflict, and we 
have to choose between them in a kind of zero-sum game.  I have tried to 
show that while the traditional way has been dominant in people’s minds, 
it has been a failure as a practical matter and represents something of a 
dead end for our law.   
 
 In this part of the book, I want to show that there is a different way 
of thinking about privacy and speech.  Instead of being conflicting values, 
privacy and speech can actually be mutually supportive.  In fact, I want to 
argue that a certain kind of privacy is essential if we care about freedom of 
expression.  This kind of privacy is different from tort privacy.  Let’s call 
it “intellectual privacy.”  
 

So what is intellectual privacy?  As I envision it, intellectual privacy 
is a zone of protection that protects our ability to make up our minds.  
More formally, intellectual privacy is the protection from surveillance or 
unwanted interference by others when we are engaged in the processes of 
generating ideas and forming beliefs – when we’re thinking, reading, and 
speaking with confidantes before our ideas are ready for public 
consumption.  Intellectual privacy is an old idea, and shares its roots with 
some of our oldest traditions of civil liberties.  Curiously, like tort 
privacy, the germ of a theory of intellectual privacy can be traced in the 
writings of Louis Brandeis.  In a series of constitutional law opinions in 
the 1920s, Brandeis argued for the protection of freedom of thought, 
intellect, and private speech as essential preconditions of freedom.   
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But although it is an old idea, intellectual privacy has remained 

underappreciated and underdeveloped.  This is not because intellectual 
privacy is trivial, but because it has been difficult in practice to interfere 
with the generation of ideas.  Typically, the civil liberties implications of 
the generation and dissemination of ideas have been the province of The 
First Amendment.  But as we saw in Part I, modern First Amendment law 
has been more concerned with overt threats to free speech – especially 
censorship by the government.  Judges and scholars of First Amendment 
law have thus been concerned with letting people speak their ideas freely 
rather than worrying about where those ideas came from and what kinds 
of protections they required. 

 
As a result, the law has not concerned itself much with intellectual 

privacy that is necessary.  By and large, for much of the twentieth 
century, this was not a problem, because it was difficult to directly 
interfere with the activities of thinking, reading, and private speaking.  
The state, market, and social contacts could not monitor our thoughts, 
our reading habits, and our private conversations, at least not in an 
efficient, comprehensive, and inobtrusive way.  Law was not needed to 
tackle such a problem.  But the context surrounding intellectual activities 
has changed dramatically, and the pace of this change is increasing.  
Continual always-on intellectual surveillance is increasingly possible, 
ironically as a result of the vast intellectual opportunities offered by the 
Internet. 

 
Part II of this book is about this idea of intellectual privacy – what 

it is, where it comes from, and how it is increasingly under siege in our 
digital world.  This chapter lays out the basic theory and history of 
intellectual privacy in our law, and identifies four of its elements – the 
freedom of thought, the right to read, spatial privacy, and confidentiality.  
The four chapters that follow give greater content and context to each of 
the elements, and develop the theory in greater detail. 

 
Why Intellectual Privacy Matters 

 



3 
 

Where do new ideas come from?  Think for a moment about how 
new ideas were generated in a pre-Internet era.  Some new ideas are just 
thought up by clever people sitting alone in their offices or walking in the 
woods.  This is the tradition of romantic individualism epitomized by 
Henry David Thoreau, who retreated to Walden Pond to think and to 
learn.  As Thoreau put it, “I went to the woods because I wished to live 
deliberately, to front only the essential facts of life, and see if I could not 
learn what it had to teach, and not, when I came to die, discover that I had 
not lived.”1  When we are alone, we have time to think, to contemplate, to 
make sense of the world and our beliefs about it.   

 
Contemplation is essential to a free and diverse society in two ways, 

because it allows us to imagine new ideas, and decide what we think about 
existing ones.  As the Canadian philosopher Timothy Macklem puts it, 
“isolation is the source of human difference, for it is the exercise of 
creativity in isolation that makes it possible for people to reach different 
conclusions and thereby develop different ways of life, the ways of life 
that liberal societies draw upon for the diversity that makes freedom 
valuable there.”2 

 
In practice of course, very few ideas are just thought up by 

individual arboreal prodigies (or office-bound academics) working in 
isolation – most human inventions have been the product of building 
upon other people’s ideas.  This is as true of the idea of racial equality or 
freedom of speech as it is of the Internet or iPad.3  The stuff of our culture 
– our ideas, our beliefs, and our inventions – is invariably the product of a 
series of small improvements on the ideas of others.  Essential to this 
process is the existence of a large body of work from other people against 
and upon which thinkers can construct their own ideas.  Legal scholar 
Jessica Litman puts the point eloquently: 

 
Composers recombine sounds they have heard before; playwrights 
base their characters on bits and pieces drawn from real human 
beings and other playwrights’ characters; novelists draw their plots 
from lives and other plots within their experience; software writers 
use the logic they find in other software; lawyers transform old 
arguments to fit new facts; cinematographers, actors, 
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choreographers, architects, and sculptors all engage in the process of 
adapting, transforming, and recombining what is already “out 
there” in some other form. This is not parasitism: it is the essence of 
authorship.4 
  

New ideas – political, scientific, artistic, or otherwise – thus depend on 
access to the ideas of others and the ability to engage with them.  And to 
do this, we need to be able to read freely and then think privately about 
what we’ve read in our own time.  In the past, access to ideas has come 
principally from print media – newsstands, bookstores, and libraries, but 
also from public speeches and performances, television, and radio.  But 
increasingly, access to ideas is happening in digital form – by using 
desktop computers, laptops and smartphones to access search engines, web 
sites, social networks, and send texts, emails and instant messages. 

 
Even access to knowledge isn’t enough by itself.  We need places 

and spaces (real and virtual) in which to read, to think, to explore.  
Moreover, the process of idea generation is one of trial and error.  Very 
often, what seems like a good idea at the time turns out to be a terrible 
one after testing or further reflection.  But to test or examine ideas, we 
often turn once again to other people – our friends and confidantes, our 
family and colleagues.  We rely on these people for their frank and 
confidential assessments of whether we’re on to something, or whether 
we’re crazy.   

 
And it’s not just new ideas that get tested this way.  When we’re 

trying to make up our minds about whether we like government policy, a 
war, a movie, or even our appearance, we often test novelty with our 
intimates.  We share with our small groups before we are ready to share 
with the world. And we trust them to keep our half-formed notions and 
beliefs confidential, and not to share them with others.  At the same time, 
we also expect that when we are talking to our confidantes, third parties 
are not listening in or recording what we say.  These activities and 
expectations allow us to discuss, test, and reevaluate our ideas before they 
are ready for public exposure.  Intellectual privacy, then, is the protection 
of all of these individual and social processes, with the goal that we may, 
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as Brandeis put it, have the “freedom to think as [we] will and to speak as 
[we] think.”5 

 
If we’re interested in the creation of new ideas, we would also want 

people to experiment with potentially controversial ideas.  But this notion 
has not been deeply developed in First Amendment law or theory.  First 
Amendment cases and scholarship are full of explanations about why we 
allow the expression of large amounts of often offensive and harmful 
speech; for instance, because lots of speech enhances the search for truth, 
the processes of democratic self-government, or individual autonomy.6  
But by contrast, discussions of free speech have only rarely addressed the 
question of how we ensure new and interesting ideas get generated.   

 
This is a curious omission, because if we care about free speech, we 

should care about speakers having something interesting to say.  Many of 
today’s most cherished ideas were once highly controversial. Consider for 
example the idea that governments should be elected by the people to be 
legitimate, or the idea of the equality of all people under law regardless of 
race, sex, or religion, or the separation of church and state.  At various 
times, believing or promoting each of these ideas was to be done at your 
peril.  Think in this regard of the many people killed in early modern 
Europe for believing differently in matters of faith, or the violent 
persecution in the United States of civil rights activists who espoused 
racial equality.  Ideas matter because they can be destabilizing, which 
explains why those in power have resorted to extreme measures – 
burnings at the stake, lynchings, Selma Bridge – to keep those 
destabilizing ideas in check. 

 
Modern First Amendment law has broadly rejected the notion that 

brute force can be used to keep dangerous ideas out of public debate.  And 
this idea has significant social support.  We now believe that in a free 
society, individuals can be trusted to sort out good ideas from evil ones, 
and that the state cannot keep an idea from the people on the ground that 
they cannot be trusted to handle it.  A free society that does not allow its 
people to think for themselves does not seem particularly free.  As the 
Anglo-American philosopher Alexander Meiklejohn put it – “to be afraid 
of ideas – any idea – is to be unfit for self-government.”7 
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Recall the leading justifications for freedom of speech from Chapter 

Two – truth, self-government, and autonomy.  The generation of new 
ideas is central to each of them.  Consider the search for truth rationale 
first.  In his famous dissent in Abrams v. United States, Justice Oliver 
Wendell Holmes eloquently expressed the idea people in a free society 
cannot be persecuted based on the beliefs that they hold or the words that 
they say: 

 
Persecution for the expression of opinions seems to me perfectly 
logical. If you have no doubt of your premises or your power and 
want a certain result with all your heart you naturally express your 
wishes in law and sweep away all opposition... But when men have 
realized that time has upset many fighting faiths, they may come to 
believe even more than they believe the very foundations of their 
own conduct that the ultimate good desired is better reached by free 
trade in ideas... that the best test of truth is the power of the 
thought to get itself accepted in the competition of the market, and 
that truth is the only ground upon which their wishes safely can be 
carried out. That at any rate is the theory of our Constitution. 

 
Holmes believed that free societies must resist the urge to oppress those 
who believe differently from the majority.  Those in power might feel 
certain they are right and that the dissidents are crazy.  But any sense of 
moral certainty must be tempered by the indisputable fact that most 
firmly-held beliefs from the past (Holmes’ “fighting faiths”) have been 
rejected and abandoned over the years.  Faced with this evidence, we must 
acknowledge the doubt that our ideas, too, might be found false or 
incomplete in the future, and let the dissidents believe their beliefs and 
have their say.  Holmes’ justification for freedom of speech as promoting 
the search for truth has been embraced as one of the central tenets of 
American free speech law.8  

 
The self-governance and autonomy rationales for free expression are 

also consistent with a commitment to the generation of new ideas and the 
protection of the processes of belief formation.  Self-governance theory 
suggests that democratic citizens need a wide variety of perspectives and 
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information in order to make the informed decisions that are essential to 
good government.  Because it depends upon the informed autonomous 
decisions of the citizenry, the processes of belief formation and decision-
making are the critical element of the theory.  We’ve already seen how this 
is central to the thinking of leading self-governance theorists like Brandeis 
and Meiklejohn.   

 
More directly, it seems clear that if we can’t make up our minds 

freely and without constraint or surveillance, self-government is 
impossible.  It is precisely for this reason that self-governing democracies 
protect the privacy of voting through the secret ballot and the voting 
booth: the secret ballot is unmonitored and untracked, while the voting 
booth is a private space where perhaps the most important political 
decisions of self-governing citizens are made free of constraint or 
surveillance.  Similarly, the government is not allowed to listen in freely 
on private conversations about politics, or monitor the meetings of 
political groups.  Autonomy theory is even easier to square with 
autonomous belief formation – why else would we want people to think 
for themselves or develop their individuality if not to generate new ideas 
and new forms of identity and expression?   

 
Intellectual freedom thus requires more than just protection from 

censorship or punishment for unpopular speech.  If we are interested in 
the kind of new ideas that cause us to revise or displace existing “fighting 
faiths,” we need to go beyond protecting merely the expression of dissident 
ideas and think about their production.  The existing theories of why we 
care about free expression may not have spoken directly in terms of the 
production of new ideas and the processes of how they come to be 
accepted.  But this is because oppressive regimes in the past have taken the 
easier step of censoring speech directly rather than the more difficult (and 
expensive) means of monitoring or constraining individual thoughts and 
preferences.  But under any theory, the creation and acceptance of new 
ideas are central to any mainstream theory of why we have freedom of 
thought and expression.  Accordingly, we should think more deeply about 
the kinds of intellectual experimentations people engage in to produce 
new ideas and come to make up their minds about what they believe. 
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 Imagine a society in which there were few if any barriers to the 
airing of racist, hurtful, or shocking speech.  In such a society, citizens 
could speak on virtually any matter secure from the risk that the content 
of their expression would subject them to imprisonment, criminal fines, 
or civil liability.  Unpopular or radical speech might face social sanction, 
but incur no legal liability.  But imagine further that in this society the 
government had access to all sorts of information about the reading habits 
and private communications of individuals.  One might imagine the state 
engaging in this kind of surveillance to protect intellectual property from 
infringement, deter the consumption of obscenity, and prevent acts of 
crime and terror.  We would have a society in which there was little 
punishment by the state for spoken words, but heavy intellectual 
surveillance  
   
 By the standards of current law, we would probably say that this 
was a highly speech-protective society.  A society with little legal 
punishment for harmful speech is speech-protective almost by definition.  
But in such a society, something important is missing, which is intellectual 
privacy.  Intellectual privacy matters because it gives new and possibly 
heretical ideas room to develop and grow before they are ready for 
publication.  Intellectual privacy gives us the ability to make up our minds 
about controversial ideas by ourselves or with a few trusted confidantes, 
free from being watched or discovered by others.  By contrast, 
surveillance of intellectual activity deters people from engaging with new 
ideas and inclines our intellectual explorations to the boring, and bland, 
and the mainstream.  If we know that someone is watching and listening, 
we will be careful not just what we say, but what we read and possibly 
even what we think.   
 
 Moreover, intellectual surveillance gives the watcher great power 
over the watched.  Even when what we read or think or say privately 
might not subject us to imprisonment or liability, the threat of its 
disclosure could nevertheless cause us to watch our words or thoughts.  
Moreover, a watcher can use the threat of disclosure to discredit political 
opponents.  Imagine if there were a public critic of government policy on 
race relations who was subject to pervasive electronic surveillance.  By 
watching what he read and what he said, the government would not only 
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have an advantage in any debate with this dissident, but it could also use 
the threat of disclosure of his reading habits to keep him in check.  One 
can imagine such a critic of government policy, if he were aware of 
surveillance, not only being careful what he said privately to his 
confidantes, but also being careful what he read and what websites he 
visited.  Without some meaningful guarantee of intellectual privacy, 
political freedom as we understand would thus become impossible. 

 
This “hypothetical” society is arguably very similar to the one we 

live in today.  By almost any traditional standard, modern American law 
is highly protective of free speech restrictions by the state.  Recall, for 
example, the case of Snyder v. Phelps discussed in Part One.  In that case, 
the Supreme Court affirmed the holding of a lower court that a five 
million dollar judgment against the Westboro Baptist Church for a funeral 
protest offended the First Amendment.  This ruling came in spite of the 
fact that the church had engaged in a calculated effort to publicize itself in 
the media coverage of a military funeral, resulting in significant emotional 
harm to the family of the deceased soldier.9  More generally, modern 
American society is exceptionally speech protective, even by the standards 
of modern Western democracies.  Recall again from Part One that in 
Europe or Canada the government can regulate and even censor speech 
that is racist or invasive of privacy.  By contrast, in the United States such 
speech is protected by the First Amendment, frequently to the horror of 
Canadian or European observers, who believe that a free and civilized 
society must protect its citizens from hate speech and other forms of 
dignitary or emotional harm.10 

 
Reasonable societies can certainly disagree about the extent to 

which government can restrict certain kinds of harmful speech to promote 
the public good; such a conversation has taken place in the United States 
and is ongoing in the context of cyber hate speech.11  But I would 
maintain that some commitment to intellectual privacy is a necessary 
requirement for the kinds of democratic freedom that all Western societies 
aspire to, and which is the central aim of civil liberties law in the United 
States.   
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The surveillance example above might sound far-fetched, but it is 
not.  For example, concerned that Martin Luther King was a threat to 
public order, the FBI listened in to his private telephone conversations in 
order to seek information with which to blackmail him.  As the official 
government investigation into the King wiretaps concluded in 1976: 
 

The FBI collected information about Dr. King’s plans and activities 
through an extensive surveillance program, employing nearly every 
intelligence-gathering technique at the Bureau’s disposal. Wiretaps, 
which were initially approved by Attorney General Robert F. 
Kennedy, were maintained on Dr. King’s home telephone from 
October 1963 until mid-1965; the SCLC headquarter's [sic] 
telephones were covered by wiretaps for an even longer period. 
Phones in the homes and offices of some of Dr. King’s close advisers 
were also wiretapped. The FBI has acknowledged 16 occasions on 
which microphones were hidden in Dr. King’s hotel and motel 
rooms in an “attempt” to obtain information about the “private 
activities of King and his advisers” for use to “completely discredit” 
them.12 
 

Imagine a dissident like King living in today’s information age.  A 
government (or political opponents) that wanted him silenced might be 
able to obtain not just access to his telephone conversations, but also his 
reading habits and emails.  Our critic could be blackmailed outright, or he 
could be discredited by disclosure of the information as an example to 
others.  (Note once again, in this regard the importance of rules against 
indiscriminate information collection that we saw in Part One).   
 
 Of course, we have laws protecting against some kinds of 
surveillance and information collection by individuals and the state, such 
as the federal Electronic Communications Privacy Act.  But my point 
here is to illustrate exactly why we have these kinds of laws and the 
important constitutional values they serve.  We normally justify the 
protection of thinking, reading, and private communication under a vague 
rubric of “privacy,” but as we have seen, privacy can mean many things.  
Looking at these questions from the perspective of intellectual privacy 
illuminates not only the importance of these sorts of legal rules, but also 
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how they contribute directly to the kinds of political freedom we often 
take for granted.  It can also point the way towards thinking about how 
and why we should expand these kinds of protections to take account of 
gaps in their coverage and changes in technology. 

 
All Western societies share a foundational commitment to the 

freedom of speech on public matters; a belief that new ideas should be 
aired and given their say.13  But if we are interested in freedom of speech 
and the ability to express new and possibly heretical ideas, we should care 
about the social processes by which these ideas are originated, nurtured, 
and developed.  After all, a society that cares about the free exchange of 
ideas speech should be committed to producing new ideas, and not just in 
shouting the same old ones as loudly as possible. 

 
How Intellectual Privacy Works 

 
Intellectual privacy rests on the idea that new ideas often develop 

best away from the intense scrutiny of public exposure; that people should 
be able to make up their minds at times and places of their own choosing, 
and that a meaningful guarantee of privacy – protection from surveillance 
or interference – is necessary to promote this kind of intellectual freedom.  
It rests on the idea that free minds are the foundation of a free society, and 
that surveillance of the activities of belief formation and idea generation 
can affect those activities profoundly and for the worse.   

 
Writers have long noted the intuition that when we are watched, 

our behavior inclines to the mainstream, the inoffensive, and the 
“normal.”  This is the insight behind Jeremy Bentham’s famous image of 
the Panopticon, a circular prison designed around a central surveillance 
tower that could see into all of the cells in such a way as to create a sense 
of permanent surveillance on the part of the prisoners.14  The wardens 
could watch any prisoner at any time, but the individual prisoners had no 
idea when or even if they were being watched.  The purpose of this 
arrangement was to create an environment of permanent surveillance in 
the minds of the prisoners so they would behave in the manner that the 
wardens desired. Figure One illustrates the idea of the Panopticon, taken 
from a now-abandoned prison in Cuba.   
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Fig. 1: Bentham’s Panopticon. 

 
Bentham’s idea was famously explored by French philosopher 

Michel Foucault, who dramatically described the Panopticon as follows: 
 

We know the principle: at the periphery, an annular building; at the 
center, a tower; this tower is pierced with wide windows that open 
onto the inner side of the ring; the peripheric building is divided 
into cells, each of which extends the whole width of the building; 
they have two windows, one on the inside, corresponding to the 
windows on the tower; the other, on the outside, allows the light to 
cross the cell from one end to the other. All that is needed, then, is 
to place a supervisor in a central tower and to confine in each cell a 
madman, someone sick, someone condemned, a worker, or a 
schoolboy. By the effect of backlighting, one can observe from the 
tower, standing out precisely against the light, the small captive 
silhouettes in the cells of the periphery. They are like so many 
cages, so many small theatres, in which each actor is alone, perfectly 
individualized and constantly visible.15 
 

The Panopticon’s purpose was to change behavior; those in the cells were 
aware they could be watched at any one time.  This was a calculated 
design feature intended to create the sense of pervasive surveillance at any 
time.  As Bentham himself put it, “[t]he fundamental advantage of the 
Panopticon is so evident that one is in danger of obscuring it in the desire 
to prove it. To be incessantly under the eyes of the inspector is to lose in 
effect the power to do evil and almost the thought of wanting to do it.”16  
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The most striking illustration of the Panopticon in Western Culture 

is George Orwell’s description of the mechanics of surveillance in his 
novel Nineteen Eighty-Four.17  Orwell famously depicted a society of total 
surveillance by the state, intended to produce not just obedience on the 
part of the people, but uniformity of thought.  In Orwell’s society, it was 
not just a crime to express dissent against the state, but also a crime merely 
to think such an idea – a “Thoughtcrime.”  Orwell’s fictitional state – 
personified by the sinister image of “Big Brother,” achieved its control 
over the mouths and minds of its people through old-fashioned methods 
such as human informers and a secret police, but also though the 
technology of the “telescreen.”  This omnipresent device operated like 
what today we’d think of as a videoconferencing device – broadcasting 
propaganda outwards, but also monitoring all that happened within view 
of its cameras.  Orwell describes the operation of the telescreens as 
experienced by his protagonist, Winston Smith as follows: 

 
The telescreen received and transmitted simultaneously. Any sound 
that Winston made, above the level of a very low whisper, would be 
picked up by it, moreover, so long as he remained within the field 
of vision which the metal plaque commanded, he could be seen as 
well as heard. There was of course no way of knowing whether you 
were being watched at any given moment. How often, or on what 
system, the Thought Police plugged in on any individual wire was 
guesswork. It was even conceivable that they watched everybody all 
the time. But at any rate they could plug in your wire whenever 
they wanted to. You had to live – did live, from habit that became 
instinct – in the assumption that every sound you made was 
overheard, and, except in darkness, every movement scrutinized. 
 

By eliminating any vestige of intellectual privacy in this and other ways, 
Big Brother sought – successfully in Orwell’s work of fiction – to shrink 
the freedoms of thought and speech through surveillance, and thereby to 
eliminate any possibility of intellectual or political freedom for the people 
under its sway. 
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The commitment to intellectual freedom outlined here is a moral 
one – that we should protect intellectual freedom and intellectual privacy 
because they are necessary elements of a good and free society.  But my 
claim about surveillance chilling intellectual experimentation contains a 
factual claim as well – that intellectual surveillance deprives people of the 
privacy they need to make up their minds autonomously.  When our 
intellectual activities are secretly watched, this is an injury to our civil 
liberties, but my argument that the processes of intellectual 
experimentation and belief formation are deterred and affected for the 
worse by surveillance depends upon (1) subjects being watched; (2) the 
subjects knowing or fearing that they are being watched; and (3) the 
surveillance causing a disruption in their intellectual activities.   

 
At one level, it would seem obvious that surveillance chills and 

deters free thinking and reading.  This is the long-standing insight of 
Bentham, Foucault, and Orwell.  But there is also some interesting 
scholarly evidence providing evidence for the claim that people under 
surveillance change their behavior towards the ordinary and the 
inoffensive.  Over the last twenty years, a burgeoning academic literature 
of “surveillance studies” in sociology and other fields has attempted to 
document the effect of surveillance on a wide variety of human activities. 18  
Although the starting point for this body of work has been the classic 
image of the Panopticon, this literature has explored and illustrated the 
normalizing effects of surveillance in a wide variety of settings.  These 
scholars have studied the effects on behavior from (for example) state 
monitoring of welfare recipients and the use of undercover policing and 
closed-circuit television systems to deter sex in public places, public 
urination, and crime in general.19  Other scholars have documented effects 
and the implications of electronic and other forms of “new surveillance” 
in our increasingly information-based society.20  Sociologist James Rule 
has noted that the information surveillance provisions of the Patriot Act 
of 2001 and the warrantless monitoring of telephone calls by the National 
Security Agency could be used to monitor political dissent.  Rule has 
suggested that surveillance of personal data could be used “to punish and 
intimidate” critics of the government.  Such a use of surveillance to deter 
political dissent would “join a long and disquieting tradition of Executive-
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branch repression of dissent via manipulation of personal data stretching 
back at least as far as the Palmer Raids following World War I.”21  

 
Of course, the normalizing effects of surveillance can sometimes be 

a good thing – one of the reasons we have police in uniform is to 
encourage people to obey the law and stop them from speeding or 
engaging in robbery.  Surveillance can deter unpopular bad behavior as 
well as unpopular good behavior.  As sociologist David Lyons puts is, 
“surveillance is not unambiguously good or bad.”22  To use but one 
example, a recent study of the use of CCTV in holding cells found that 
the presence of a camera restrained the violent behavior of both police and 
arrestees.23  Even Brandeis himself remarked shortly after publishing “The 
Right to Privacy” that surveillance could be beneficial at keeping 
wrongdoers in check.  The initial draft of his “sunlight is the best of 
disinfectants” aphorism puts it even better in this context.  Concerned 
about wrongdoing by fraudsters, he noted that “[i]f the broad light of day 
could be let in upon men’s actions, it would purify them as the sun 
disinfects.”24   

 
Crimes and frauds are one thing.  But questions of civil liberties, of 

speech and thought, are quite another.  When the tools of criminal 
deterrence affect civil liberties, we need to treat them with care.  Like 
other Western societies, we have made a commitment to civil liberties 
which requires us to keep the state out of such matters.  We allow the 
state to watch us when we might be speeding, but not when we might be 
voting against the party in power.  Surveillance and observation are 
powerful tools.  But their power requires us as a society to keep them 
within carefully circumscribed limits, and especially away from our most 
cherished civil liberties. 

 
First Amendment law reflects this insight.  We let the state regulate 

the content of nutritional labels on cereal, but not the editorials in 
newspapers or the placards of protestors.  One of the basic elements of 
First Amendment law is the idea that when people are subject to 
punishment for speaking, there is a “chilling effect” on the exercise of 
their constitutional right to free expression.25  In First Amendment 
freedom of speech cases, courts rarely require proof of a chilling effect.  
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For example, in Hustler v. Falwell, Chief Justice Rehnquist, writing for the 
Court, accepted without proof the idea that a civil liability rule for 
journalists would have a chilling effect, even when the journalists were not 
telling the truth.  The late Chief Justice was not usually a defender of a 
robust First Amendment.  Nevertheless, even he treated it as a given that, 
“a rule that would impose strict liability on a publisher for false factual 
assertions would have an undoubted ‘chilling’ effect on speech relating to 
public figures that does have constitutional value.”26  If I am correct that 
free thinking and free reading are critical to the exercise of First 
Amendment rights, then it would logically follow that government 
surveillance causing a chill to intellectual experimentation would violate 
the First Amendment.  The law on this point is currently unclear, though 
a few courts have suggested something along these lines.27  Moreover, if we 
think that surveillance by companies or other private actors would affect 
our reading and thinking as well, then we should be concerned about a 
threat to our culture of free speech, even if the First Amendment does not 
apply. 

 
Keeping out those who would monitor our reading and private 

writing is essential if we want to generate new ideas, a fact our law has 
long recognized in subtle and sometimes underappreciated ways.  
Timothy Macklem has argued that “[t]he isolating shield of privacy 
enables people to develop and exchange ideas, or to foster and share 
activities, that the presence or even awareness of other people might stifle. 
For better and for worse, then, privacy is sponsor and guardian to the 
creative and subversive.”28  When there is protection from surveillance, 
new ideas can be entertained, even when they might be deeply subversive 
or threatening to conventional or orthodox views. If we value a pluralistic 
society or the cognitive processes that produce new ideas, then some 
measure of intellectual privacy, some respite from cognitive surveillance, 
is essential. Any meaningful freedom of speech requires an underlying 
culture of vibrant intellectual innovation. Intellectual privacy nurtures 
that innovation, protecting the engine of expression—the imagination of 
the human mind.  To the extent our existing theories of law – First 
Amendment, Fourth Amendment, or otherwise – are under-protective of 
intellectual privacy, we must rehabilitate them to take these vital processes 
into account. 
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The Lost Tradition of Intellectual Privacy 

 
Thankfully, the kind of intellectual monitoring that concerned 

Bentham, Foucault, and Orwell has largely remained in the world of 
fiction, and for good reason.  In the pre-Internet era, surveillance of 
intellectual experimentation and idea generation was possible, though it 
was fairly hard for the state to pull off successfully.  In the pre-electronic 
era, surveillance of what people were reading, thinking, or saying 
privately required informers or access to a person’s papers.  And when 
governments became interested in intellectual surveillance, the law often 
stepped in to protect both the places a person might engage in intellectual 
activities as well as evidence of such activities.   

 
Consider, for example, the Fourth Amendment to the United States 

Constitution, which protects a person from unreasonable searches and 
seizures by the police:  

 
“The right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, shall 
not be violated, and no Warrants shall issue, but upon probable 
cause, supported by Oath or affirmation, and particularly describing 
the place to be searched, and the persons or things to be seized.”   
 

Today we think about the Fourth Amendment as providing protection 
for the home and the person chiefly against unreasonable searches for 
contraband like 
guns or drugs.29  In the case of Kyllo v. United States,30 the Supreme Court 
ruled that the police violated the Fourth Amendment when they used a 
thermal imager to scan the outside of a home for heat signatures that 
suggested the growing of marijuana on the inside.  In his opinion for the 
Court, Justice Scalia reaffirmed the long-standing principle of Fourth 
Amendment law that “At the very core of the Fourth Amendment stands 
the right of a man to retreat into his own home and there be free from 
unreasonable governmental intrusion.”31  As a result, the state could not 
use novel surveillance technologies to scan the outside of the home in 
order to determine what was going on behind its walls. 
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The Court’s conclusion on this point is (in my opinion) correct as a 

matter of law, for the protection of the home is essential to the protection 
of intellectual privacy.  Moreover, the sanctity of the home is a principle 
with a long historical pedigree. Historical arguments have a special 
authority for originalists like Justice Scalia, who believe that the 
Constitution should be interpreted based upon the original meaning at the 
time of its enactment.32  As Justice Scalia put it in Kyllo, the “The Fourth 
Amendment is to be construed in the light of what was deemed an 
unreasonable search and seizure when it was adopted, and in a manner 
which will conserve public interests as well as the interests and rights of 
individual citizens.”33  But even for non-originalists, the history 
illuminates the values at stake in the intellectual privacy context, and how 
intellectual privacy is a critical value at the core of why we have 
constitutional protection against searches and seizures of our homes, 
persons, papers, and effects.  And the history is intertwined with the life’s 
work of two figures of central importance to the development of 
American civil liberties – John Wilkes and Louis Brandeis. 

 
One of the under-appreciated facts about the Fourth Amendment is 

its origins come not from drug cases but as a bulwark against intellectual 
surveillance by the state.  In the eighteenth century, the English Crown 
had sought to quash political and religious dissent through the use of 
“general warrants,” legal documents that gave agents of the Crown the 
authority to search the homes of suspected dissidents for incriminating 
papers.34   

 
Perhaps the most infamous dissident of the time was John Wilkes.  

Wilkes was a progressive critic of Crown policy and a colorful political 
rogue whose public tribulations, wit, and famed personal ugliness made 
him a celebrity throughout the English-speaking world.  Wilkes was the 
editor of a progressive newspaper, the North Briton, a Member of 
Parliament, and an outspoken critic of government policy.  Wilkes was 
particularly critical of the 1763 Treaty of Paris, which ended the Seven 
Years War with France, a conflict known in the American Colonies as the 
French and Indian War.  Wilkes’ damning articles angered King George, 
who ordered the arrest of Wilkes and his co-publishers of The North 
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Briton, authorizing general warrants to search their papers for evidence of 
treason and sedition.  The government ransacked numerous private homes 
and printers’ shops, scrutinizing personal papers for any signs of 
incriminating evidence.  In all, 49 people were arrested and Wilkes himself 
was charged with seditious libel, prompting a long and inconclusive legal 
battle of suits and counter-suits.   

 
By taking a stand against the King and intrusive searches, Wilkes 

became a cause célèbre among Britons at home and in the colonies.  This 
was particularly true for many American colonists, whose own objections 
to British tax policy following the Treaty of Paris culminated in the 
American Revolution.  The rebellious colonists drew from the Wilkes case 
the importance of political dissent, as well as the need to protect dissenting 
citizens from unreasonable (and politically motivated) searches and 
seizures.35 

 

 
Fig. 2: John Wilkes 

 
The Fourth Amendment was intended to address this problem, by 

inscribing legal protection for “persons, houses, papers, and effects” into 
the Bill of Rights.  A government that could not search the homes and 
read the papers of its citizens would be less able to engage in intellectual 
tyranny and enforce intellectual orthodoxy.36  This principle remains 
important today.  In a pre-electronic world, the Fourth Amendment keeps 
out the state, while trespass and other property laws keep private parties 
out of our homes, paper, and effects.37   

 
Somewhat paradoxically, the most developed theory of intellectual 

privacy in American law can be uncovered from the writings of Louis 
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Brandeis.  Recall from Part One that Brandeis partially abandoned his 
commitment to the tort theory of privacy from “The Right to Privacy” 
over the course of his life.  Brandeis’ experiences in the reform efforts of 
1890s and 1900s convinced him that the power to keep things secret could 
be a dangerous one in a free society, and that much of the time, the law 
should mandate publicity rather than protecting privacy.  As he put it 
famously in 1914, “sunlight…is the best of disinfectants.”38  And as the 
nineteenth century moved into the twentieth, with society becoming 
increasingly complex, Brandeis also came to believe that the range of 
legitimately public matters was greatly expanding at the expense of the 
private.  Brandeis’ increasing interest in freedom of speech in the years 
following the First World War also made the bold arguments in “The 
Right to Privacy” more difficult to square with his mature ideas about law 
and freedom of expression.  These mature views emerged in the aftermath 
of the First World War as he struggled through the prosecutions of 
dissidents under the Espionage Act and state criminal syndicalism laws.   

 
Having worked through these problems, Brandeis ultimately 

concluded that a free society required wide latitude for thought, discussion 
and advocacy, and that rather than resorting to censorship and 
intimidation, the state should trust its people with unpopular beliefs.  In 
Whitney v. California, Brandeis famously declared in Whitney v. California 
(1927) that the theory underlying the First Amendment is that 

it is hazardous to discourage thought, hope and imagination; that 
fear breeds repression; that repression breeds hate; that hate menaces 
stable government; that the path of safety lies in the opportunity to 
discuss freely supposed grievances and proposed remedies, and that 
the fitting remedy for evil counsels is good ones. Believing in the 
power of reason as applied through public discussion, [the drafters 
of the First Amendment] eschewed silence coerced by law – the 
argument of force in its worst form.39 

First Amendment jurisprudence has taken from this passage the idea of 
“counter-speech”: the core concept of First Amendment law that instead 
of censorship of bad ideas we should have robust public debate.40  As 
Brandeis restated the idea later in the opinion, “the remedy to be applied is 
more speech, not enforced silence.”41  But intertwined with the concept of 
counter-speech is a second idea – that at the core of the project of free 
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expression is a basic commitment to “thought, hope, and imagination,” 
and that political freedom requires us as a society not to discourage or 
deter the imaginations of others. 
 
 Brandeis’ bold views on free speech at the end of his long career 
represent a major departure from the views he held in 1890 and even 
through the early Espionage Act cases.  Like most progressives with a 
belief in progress and good government, Brandeis did not initially consider 
unpopular free speech to be of much value.  But he came to regret his 
failure to consider free speech interests as a young lawyer and as a Justice 
in his early years on the Court, when he failed to dissent in free speech 
cases like Schenck and Debs, which upheld criminal convictions for little 
more than dissent about the First World War.42  As Brandeis confided to a 
young Felix Frankfurter in 1923: 
 

I have never been quite happy about my concurrence in the Debs 
and Schenck cases. I had not thought the issues of freedom of speech 
out—I thought at the subject not through it. Not until I came to 
write the Schafer and Pierce cases did I understand it. . .[and] made 
up my mind that I would put it all out, let the future know what 
[we] weren’t allowed to say in the days of the war and following.43 
 

Brandeis’s personal correspondence files from the time contain a number 
of letters from friends dealing with the growing threat to free speech in 
the aftermath of the war; he also kept a news clippings file containing 
articles about the persecution of pacifists and socialists, further illustrating 
his growing concern with free speech issues.44  
 
 A growing commitment to free speech can be difficult to reconcile 
with a strong commitment to tort privacy.  Perhaps reflecting this 
tension, the justifications for privacy seem to have shifted in Brandeis’ 
mind.  While privacy remained important to him personally, the 
conception of privacy he cared about evolved from tort privacy to 
something akin to what I have called intellectual privacy.  His judicial 
opinions in First Amendment and Fourth Amendment law reveal this 
evolution. 
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In Part One, we saw how Brandeis’s commitment to the theory of 
tort privacy was relatively limited. He certainly cared about his personal 
privacy and continued to be proud of the public impact that the article 
Warren talked him into writing had made on the law.  But despite his 
many public activities, Brandeis did not devote much further energy to 
the project it started. He spent much more time and effort developing 
theories of when and how the disclosure and public discussion of facts and 
opinions were essential to a vibrant self-governing democracy. These 
theories suggest that to the extent he retained a belief in tort privacy to the 
end of his life, it was a narrow category outweighed by the interests of 
publicity and free speech.   

 
Although Brandeis’s public career lasted for half a century after the 

publication of his privacy article, he only wrote in any detail about the 
importance of privacy once more, in his dissenting opinion in the Fourth 
Amendment case of Olmstead v. United States.45 Like the genesis of his 
Harvard article, his participation in the Olmstead case was as much thrust 
upon him as sought out.  His opinion in Olmstead has been widely hailed 
not just as one of the seminal texts of privacy law,46 but also as one of the 
most influential opinions in all of American constitutional law.47  This is 
all true, but something else was going on in Olmstead; something that has 
been underappreciated but which is equally important.  Reading Olmstead 
in connection with Brandeis’ First Amendment opinions suggests that 
Brandeis was not restating his earlier ideas, but outlining something new: a 
basic theory of intellectual privacy. Unlike the tort privacy of 1890, 
Brandeis’ conception of intellectual privacy sought to protect the freedom 
of thought of self-governing citizens from the state. It thus reinforces, 
rather than conflicts with, the First Amendment values that Brandeis 
found so compelling in his Whitney opinion and other writings.  

 
Roy Olmstead was a former police officer turned enterprising 

bootlegger who built a large criminal empire in the Pacific Northwest.  At 
one point, Olmstead was believed to be the largest employer in the whole 
Puget Sound area.  After a lengthy investigation into his illegal liquor 
import operation by the police, Olmstead was arrested and charged under 
the under the National Prohibition Act.48 The prosecution’s case had 
rested largely upon evidence produced as a result of extensive wiretapping 
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of Olmstead’s home and office.49 Chief Justice Taft’s opinion held that 
because wiretaps required neither physical trespass nor seizure of “tangible 
material effects,” the Fourth Amendment was inapplicable.50 
 

 
Fig. 3: Roy Olmstead 

 
Brandeis dissented, relying on two principles that were dear to 

him—the need for law to adapt to changing times, and the importance of 
individual civil rights against the state. At the outset, Brandeis explained 
that the Constitution should change to reflect social realities. Both the 
language and purpose of the Fourth and Fifth Amendments and cases like 
Boyd v. United States51 guaranteed against “invasion of the sanctities of a 
man’s home and the privacies of life.”52 Unfortunately, Brandeis noted, 
these protections were threatened by changing circumstances, and changes 
in technology had enabled “[s]ubtler and more far-reaching means of 
invading privacy . . . . Discovery and invention have made it possible for 
the government, by means far more effective than stretching upon the 
rack, to obtain disclosure in court of what is whispered in the closet.”53  
Brandeis also suggested that science was likely to provide governments in 
the future with even more invasive and secret methods of surveillance 
beyond wiretapping.  Echoing his commitment to free thought from 
Whitney, he warned that  

 
[w]ays may some day be developed by which the government, 
without removing papers from secret drawers, can reproduce them 
in court, and by which it will be enabled to expose to a jury the 
most intimate occurrences of the home. Advances in the psychic 
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and related sciences may bring means of exploring unexpressed 
beliefs, thoughts and emotions.54 
 

The chief problem with the Court’s opinion in Olmstead, according to 
Brandeis, was that it clung to a narrow and outmoded view of the Fourth 
Amendment as protecting only tangible property. The Court’s position, 
he noted, was certainly supported by the text of the Fourth Amendment, 
but its wooden textualism, failed to vindicate the privacy rights at the core 
of the Fourth and Fifth Amendments, which protected “the significance 
of man’s spiritual nature, of his feelings and of his intellect.”  He went on 
to argue that the drafters of the Constitution “knew that only a part of the 
pain, pleasure and satisfactions of life are to be found in material things. 
They sought to protect Americans in their beliefs, their thoughts, their 
emotions and their sensations.55   
 
 At the level of doctrine, this meant that “every unjustifiable 
intrusion by the government upon the privacy of the individual, whatever 
the means employed, must be deemed a violation of the Fourth 
Amendment. And the use, as evidence in a criminal proceeding, of facts 
ascertained by such intrusion must be deemed a violation of the Fifth.”56  
But by invoking the “thought, hope, and imagination” theme from 
Whitney, Brandeis was saying something more profound.  Protection of 
thoughts and beliefs, he believed, were part of a constitutional right of 
privacy that lay at the core of the Bill of Rights, reflected not just in the 
Fourth and Fifth Amendments, but in the First as well.  
 

This theory is consistent with Brandeis’ broader views about the 
role law should play in general in producing a better and fairer society. 
Animating his writing on the importance of a right of privacy against 
both the state and private actors is a belief that the law needed to change 
in order to best serve society; that it needed to be a “living law.”57 And 
one of the key values that a living law must protect, according to Brandeis, 
was the “right to be let alone”—”the most comprehensive of rights and the 
right most valued by civilized men.”58 But critically, the privacy interest in 
his Olmstead dissent differed substantially from the one in The Right to 
Privacy. Olmstead protects privacy against surveillance and disclosure by 
the state, rather than by newspapers, and it justifies the protection of 
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thoughts and emotions as a civil liberty rather than a private right in tort. 
As a civil liberty, the right is not merely to protect against hurt feelings, 
but rather to keep “unexpressed beliefs, thoughts and emotions” away 
from the gaze of an all-seeing state.59 Privacy expressed in this way is not 
primarily about maintaining the status of elites, but preserving the 
autonomy and political capacity of all citizens – the people who read the 
newspapers, and not just the ones who appeared in their society pages. 

  
Brandeis’s point in Olmstead about the linkages between privacy 

and civil liberties comes into sharper focus when we consider another of 
his free speech opinions, Gilbert v. Minnesota (1920).60 The Gilbert case 
involved a conviction of a Minnesota man who had spoken at a rally 
against the First World War and conscription, and had been convicted 
under a state statute prohibiting any person from persuading others not to 
enlist in the armed forces.61  The statute, which was essentially a state 
version of the Espionage Act, applied to speech “in any public place, or 
any meeting wherein more than five persons are assembled.”62  
 

Although the Court upheld the conviction, Brandeis dissented, 
using the opportunity to sketch out the mutually-reinforcing relationship 
between privacy and free speech, at least when those values are threatened 
by the state. He argued that 

 
[t]he right of a citizen of the United States to take part, for his own 
or the country’s benefit, in the making of federal laws and in the 
conduct of the government, necessarily includes the right to speak 
or write about them; to endeavor to make his own opinion 
concerning laws existing or contemplated prevail; and, to this end, 
to teach the truth as he sees it. . . . Full and free exercise of this right 
by the citizen is ordinarily also his duty; for its exercise is more 
important to the nation than it is to himself. Like the course of the 
heavenly bodies, harmony in national life is a resultant of the 
struggle between contending forces. In frank expression of 
conflicting opinion lies the greatest promise of wisdom in 
governmental action; and in suppression lies ordinarily the greatest 
peril.63  
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 In this passage, we can see the intertwined themes of freedom of 
thought and counter-speech that were stated most clearly in his later 
opinion in Whitney.  But again note that Brandeis connected both the 
importance of counter-speech over suppression, and the political duty of 
each citizen to “make his own opinion” freely and without constraint. 
 
 In Gilbert, the constraint upon free thought and private discussion 
was the problem, and Brandeis argued that it intruded upon the privacy of 
the home and the family. The defendant had been convicted under a rule 
forbidding any person from teaching against enlistment, as long as five 
persons were gathered together, and applied regardless of the intention or 
purposes of the speaker. Brandeis lamented that the law applied “alike to 
the preacher in the pulpit, the professor at the university, the speaker at a 
political meeting, the lecturer at a society or club gathering. Whatever the 
nature of the meeting and whether it be public or private, the prohibition 
is absolute.”64 Worse still, he argued, another provision of the statute made 
it punishable to  
 

teach in any place a single person that a citizen should not aid in 
carrying on a war, no matter what the relation of the parties may 
be. Thus the statute invades the privacy and freedom of the home. 
Father and mother may not follow the promptings of religious 
belief, of conscience or of conviction, and teach son or daughter the 
doctrine of pacifism. If they do, any police officer may summarily 
arrest them.65  

 
The Minnesota statute thus not only interfered with the civic duty of 
public discussion and deliberation, but did so all the more egregiously 
because it criminalized and deterred such discussions in the privacy of the 
home. Privacy and speech, under this view, were complementary and 
reinforcing concepts.  
 

Brandeis concluded by offering some thoughts about the nature of 
free speech rights in relation to economic rights that received more 
protection under Lochner-era jurisprudence. But in so doing, he again 
linked privacy to speech in a way that strengthened his claim that the 
Constitution should protect free discussion. Brandeis noted that under 
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orthodox theories of constitutional law, the Constitution protected an 
individual’s right to contract and to discriminate against workers because 
(for instance) they belonged to unions or other groups. Under such 
circumstances, he argued that it would be absurd if the Constitution “does 
not include liberty to teach, either in the privacy of the home or publicly, 
the doctrine of pacifism; so long, at least, as Congress has not declared that 
the public safety demands its suppression. I cannot believe that the liberty 
guaranteed by the Fourteenth Amendment includes only liberty to 
acquire and to enjoy property.”66 
 

Reading Olmstead and Gilbert together thus reveals a different and 
overlooked set of connections between privacy and free speech. In these 
opinions, Brandeis suggests that relatively unfettered and unmonitored 
private activity is essential to democratic liberty. From this perspective, 
civil liberty can be seen to require not only an absence of government 
monitoring of individual activity, but also the opportunity for talking, 
listening, and teaching before public speech takes place. His suggestion in 
these cases is that the First Amendment requires not only protection for 
outputs such as speeches and newspaper articles, but also attentiveness to 
inputs and the process by which opinions are formed and beliefs are 
transmitted.  
 

This focus on inputs is not unique to Olmstead and Gilbert. In his 
career as a public advocate, for instance, Brandeis campaigned for humane 
working hours, showing a similar sensitivity to the need to protect the 
foundations of democratic processes including expressive inputs. In an 
address to the Civic Federation of New England in 1906, he argued that 
democracy mandated that “every man is of the ruling class.” “Our 
education and condition of life,” he continued, “must be such as become a 
ruler. Our great beneficent experiment in democracy will fail unless the 
people, our rulers, are developed in character and intelligence.” To 
properly engage in the processes of self-governance, Brandeis argued, the 
eight-hour work day was critically important in providing members of the 
public with the time and energy for reading, thinking, and other civic 
responsibilities.  
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Once he had “thought through” the First Amendment, Brandeis 
realized that these issues were ones of constitutional magnitude. Law 
professor Robert Cover notes “Brandeis’ chief free speech refrain—not 
that truth will prevail in some market place of ideas but that free input is 
necessary to deliberative politics.”67 In Schaefer, he worried about the 
ability of “an intolerant majority, swayed by passion or fear, . . . to stamp 
as disloyal opinions with which it disagrees. Convictions such as these, 
besides abridging freedom of speech, threaten freedom of thought and of 
belief.”68 In the Burleson case, he canvassed the history of federal postal 
policy to show that socialist literature should not be denied access to the 
mail.69 At stake was the need of citizens to receive information, for the 
power to deny access to the mail based on content “would prove an 
effective censorship and would seriously abridge freedom of expression.” 70 
The Whitney opinion also recognizes the importance of expressive inputs 
and the development of democratic character through public or private 
discussion, deliberation, and education.71 
 

Brandeis linked speech and education in other areas. He privately 
told his colleague Felix Frankfurter in 1923 that although he was opposed 
to the Lochner-era Court’s substantive due process jurisprudence, four 
rights were “fundamental”—most importantly the “right to speech” and 
the “right to education.”72 Thus Brandeis could join Justice McReynold’s 
opinion in Meyer v. Nebraska, which struck down a state law banning the 
teaching of foreign languages in schools on substantive due process 
grounds.73  Brandeis may have been appalled by McReynold’s other 
applications of Lochner, but he believed more strongly in the right of 
private citizens to teach and learn without interference from the state, and 
that this right was inseparable from his broader interests in free speech 
and free thought.74 
 

As these cases reveal, Brandeis believed that state meddling in the 
business of private character development and belief formation was an 
affront to the dignity of a self-governing people. To govern themselves 
(and to engage in the speech essential to the processes of self-government), 
citizens needed space from state scrutiny of their “beliefs, thoughts, and 
emotions.” They had the right to think for themselves and to teach their 
children and others the truth of their own ideas and beliefs. Those others 



29 
 

also had the right to reject these ideas, as part of their political duty “to 
make their own opinions.” Brandeis suggested that self-government 
requires not just free speech, but freedom to explore ideas—even 
dangerous or subversive ones—in private. He argued that meaningful self-
governance requires the protection of private thinking and reading, and of 
teaching and discussion between parent and child, teacher and student, 
among friends, or between strangers.  He believed that the entire 
experiment of self-governance requires the government to let alone when 
citizens think and examine ideas privately for themselves.  We saw earlier 
how his disciple Meiklejohn once famously asserted that “to be afraid of 
ideas, any idea, is to be unfit for self-government.”75 Brandeis suggested 
something similar in Gilbert—self-government requires us to have the 
courage to allow the private examination of ideas. 

 
To make these claims, Brandeis drew on a variant of the privacy 

right he had called for in 1890. But though a variant, the constitutional, 
intellectual right to be let alone was a sharply different from tort privacy.  
Three differences spring immediately to mind.  First, intellectual privacy 
initially involves threats to privacy by the state and not the press, a fact 
that removes much of the threat that privacy poses to First Amendment 
values. Second, Brandeis’s conception of intellectual privacy supports First 
Amendment processes of belief formation and helps to produce a self-
governing citizenry, one that is intelligent, courageous, and able to think 
for itself. By contrast, tort privacy is ordinarily opposed to publication of 
the truth, usually by the press.  Third, Brandeis’s mature version of 
privacy transforms the nature of the injury. To be sure, both tort and 
intellectual privacy address damage to the human psyche. But whereas the 
tort conception protects the interest in being free from unwanted press 
disclosures and the emotional harm that ensues, intellectual privacy 
protects individuals’ emotional and intellectual processes so that they can 
think for themselves. Rather than being opposed to the interests in free 
expression, constitutional interests in privacy require space for new ideas 
to develop.  

 
In these ways, Brandeis’s writings on civil liberties suggest that 

privacy need not always be opposed to the First Amendment. Instead, the 
protection of individual mental processes and private discussions against 
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the state is, in fact, a precondition for the kind of democratic self-
government he believed the First Amendment should protect. Unlike tort 
privacy, the conception of intellectual privacy Brandeis articulated in 
Olmstead, Gilbert, and other cases protects and generates democratic 
speech rather than stifles it.  It is an essential part of meaningful freedom 
of expression. 
 

The Elements of Intellectual Privacy 
 

Brandeis’ arguments were incomplete, and like the linkages between 
free speech and privacy in the Wilkes case, they have been overlooked by 
most scholars and courts.  However, these lost traditions point the way 
towards a broader theory of intellectual privacy.  We’ve seen each of these 
elements so far in this chapter, but a recap of the argument is in order 
before we go into the argument in greater detail.  As I envision it, 
intellectual privacy has at least four related parts – (1) the freedom of 
thought and belief, (2) the right to read and engage in intellectual 
exploration, (3) spatial privacy, and (4) the confidentiality of 
communications. Each of these elements are related and build on the 
other, but each is needed for intellectual privacy to work.  Thus, while 
freedom of thought and belief is the core of a free society, developing our 
thoughts and opinions requires access access to the ideas of others.  So that 
we can read and follow the dictates of our conscience and imagination, the 
right to read freely protects our ability to read without being deterred by 
the observation, disapproval, or interference of others.  Finally, before our 
ideas are ready for public consumption, it is often helpful to test them 
privately in discussions with our trusted intimates, which requires the 
confidentiality of communication.  Reading and thinking also have a spatial 
dimension – we need a private place in which to explore, imagine, and talk 
privately, which spatial privacy provides.  By giving us a physical or 
virtual “room of one’s own,” spatial privacy allows us to experiment with 
ideas securely and with confidence.   Intellectual privacy may require 
other things to be fully protected – access to education or associational 
liberties, for example, but the four elements I identify in this book are the 
most directly important, and the easiest for the state or private parties to 
violate.  Each of the next four chapters addresses an element of intellectual 
privacy, showing how they are mutually-supportive, and giving examples 
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of why they matter, and how they are increasingly coming under threat in 
our digital world. 
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