
Whether on the road or confronting 
economic, natural, or health risks, 
local conditions can pose obstacles 
to proactive risk management.

© Kullez



Missed opportunities for 
good risk management

Nearly every year, Mumbai is hit 
by heavy rains, and for years, re-
ports have spelled out precisely 
what to do to reduce the risk  
of flooding. Twenty years ago, a 
master plan (the Brimstowad Re-
port) provided a list of recommen-
dations to make the city more resilient 
to floods, and nearly $200 million was ap-
proved to implement the plan. But 12 years after 
the report was published, in 2005, only a fraction of 
this sum had been spent. Then an exceptional mon-
soon event hit the city. Almost half the average yearly 
rainfall fell in a single day, leaving in its wake more 
than 400 deaths and extensive damages to buildings 
and infrastructure. After the 2005 devastation, the 
government established a fact-finding committee 
(the Chitale Committee) to investigate the causes of 
the disaster and propose solutions. Perhaps not sur-
prisingly, their recommendations were very similar 
to those of the Brimstowad Report. These measures 
were supposed to be implemented by 2015. But as of 
2012, only about one-fourth of the 58 projects in the 
1993 Brimstowad Report had been completed, while 
the tendering process for four major projects had 
not even begun.1 The city remains highly vulnerable 
to the heavy rains that occur almost every year, de-
spite well-identified solutions to reduce the risk 
(photo 2.1).

As in Mumbai, many crises—in many countries, 
in many sectors, and at many scales—are repeated 
that could have been prevented or at least mitigated 

(map 2.1). Significant progress in risk 
analysis has been made in recent 

 decades, thanks to new tools such  
as remote sensing and satellite im-
agery, better weather forecasting 
systems allowing for more relia- 
ble warning, new epidemiological 
knowledge to better target public 

health interventions, and more ex-
perience about how to deal with vio-

lence or macroeconomic crises. Why 
isn’t more being done with this knowledge? 

As the Mumbai story illustrates, even the first “no 
brainer” actions such as cleaning up the drainage 
system are sometimes challenging to implement. To 
cite some other distressingly common examples: 
Hand washing is unquestionably a good investment 
in good health; nevertheless, individuals often fail to 
do it. Early warning systems provide a cost-effective 
means of mitigating the damage from natural haz-
ards, with benefits exceeding costs by a margin of 
four to one at the global level, but investment in and 
implementation of early warning systems remain 
limited.2 There is widespread and vigorous consen-
sus on the damage caused by excessive risk taking in 
the financial sector, but implementing strong regula-
tions has proven difficult. On the other hand, some-
times too few risks are taken, as when firms are re-
luctant to take on the risk of innovation for new 
products or technologies, when farmers do not shift 
to planting more productive seeds, or when banks 
refuse to finance viable but risky economic activities. 
In all these cases, desirable steps to manage risk are 
not taken, leading to an excess of risk taking or an 
excess of prudence. 

Beyond the ideal: Obstacles to risk 
management and ways to overcome them

Chapter 2

  79
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This lack of action suggests that the risk manage-
ment framework introduced in chapter 1 is an ideal 
and that its implementation, in practice, is impaired 
by a number of obstacles. The main ones include 
lack of resources and information, biases in behav-
ior, and constraints that can be traced to social 
norms, market failures, and governance shortcom-
ings. Fortunately, public action can help alleviate 
these constraints, especially by focusing on cost- 
effective interventions and general capabilities, im-
proving coordination across levels of government 
and between the public and private sectors, and 
aiming for robust and adaptive policies in areas of 
deep uncertainty (glossary 2.1). 

A public risk management strategy involves more 
than simply identifying and assessing risks. Indeed, 
the mere existence of a risk—even a large one—does 
not mean that public action is necessary. If individu-
als and firms are taking this risk based on an informed 
assessment of its potential costs and benefits and are 
able to cope with the consequences, there is no reason 
to prevent them from doing so. On the other hand, 

P h o t o  2 .1  Difficulties implementing known and even low-cost solutions. 
Cleaning clogged drainage systems would mitigate the risk of flooding. However, 
such well-identified and cost-effective solutions often fail to be implemented. The 
Mumbai case illustrates a common problem (as seen in this picture from Jakarta).

© Farhana Asnap/World Bank

M a P  2 .1 Crises repeat themselves in the absence of effective prevention

Source: Grossi and Muir-Wood 2006. 
Note: Red arrows indicate the breaches in the levees. Blue areas indicate areas flooded by hurricanes.

Flooding has resulted in widespread damage in New Orleans for more than 90 years.
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are best placed to estimate which risks are worth tak-
ing (such as moving to the city to find better-paying 
jobs and better public services) and which ones are 

too costly if things go wrong. Yet they face 
many obstacles in their assessment of and 

preparation for risk.

People may lack information 
and resources 

Financial constraints. Lack of in-
come, assets, and resources often 

hinders risk management, espe-
cially for the most vulnerable in de-

veloping countries. Even though some 
options for risk management are cheap or 

even almost cost-free (driving safely), others 
can be expensive. People would prefer to live in earth-
quake-proof houses, but the construction costs may 
be too high. Even when a risk mitigation investment 
is cost-effective from an economic perspective, peo-
ple or firms may find it difficult to finance because  
of large up-front costs and limited access to credit. 
Households that have limited resources and are 
therefore more vulnerable to risks and more severely 
affected by losses may face poverty traps. Because of 
this higher vulnerability, they cannot accumulate the 
necessary resources for protecting themselves from 
further losses in the future (see chapter 3). These 

public action is needed if individuals and firms can-
not manage a risk or its consequences properly. That 
is the case, for instance, if they take a risk without the 
proper information, if they cannot manage the 
consequences if the risk materializes into 
losses, or if the people or groups taking 
on the risk are not the same ones 
who would be affected by the loss. 

Accordingly, the development 
of a public risk management plan 
should be based on the identifi-
cation, prioritization, and correc-
tion of practical obstacles to risk 
management. This chapter therefore 
presents a typology of these obstacles, 
as shown in diagram 2.1. It suggests a 
methodology to prioritize the obstacles that 
require public action, starting with “soft” options 
based on institutional arrangements, communica-
tion and information campaigns, and behavioral ap-
proaches, and then looking at costlier approaches 
such as providing public goods (like dikes and drain-
age systems).

Why aren’t people better at managing 
their own risk?

Ideally, people, firms, and organizations would man-
age the risks that are within their own capacity. They 

G l o s s a r y  2 .1  Economics terms used throughout the Report
Asymmetric 
information

A situation in which one party in a transaction has more or better information than another party. 

Adverse selection A situation in which asymmetric information leads agents with privileged information to try to select 
products and services on advantageous terms, possibly skewing the transaction in their favor. 

Common-pool 
problem

The problem that arises when individuals overuse common resources to which they have 
unrestricted access.

Coordination failure A situation in which decision makers reach an outcome that is inferior because they are unable to 
jointly choose strategies that would result in a preferable outcome.

Deep uncertainty A situation in which parties to a decision do not know or cannot agree on the key forces that shape 
the future, the probability distributions of the main variables and parameters in their models, or the 
value of alternative outcomes.

Moral hazard A tendency for people to act less responsibly when they are protected from the harmful 
consequences of their behavior.

Myopia A lack of long-range perspective in thinking or planning.

Principal-agent 
problem

The problem that arises when agents pursue their own goals, even when doing so entails poorer 
outcomes for the principals on whose behalf the agents are supposed to act.

Time inconsistency 
in policy

A situation in which policy makers announce policies in advance to influence the expectations of 
private decision makers, but then have an incentive to follow different policies after those 
expectations have been formed and acted upon.

Source: WDR 2014 team.

Many crises that 
occur repeatedly  

could be prevented 
with existing means—

but even simple “no 
brainer” actions can 

be challenging to 
implement.
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drometeorological services, for example, often have 
to rely on revenues from the sale of data to strengthen 
and maintain their observation networks. As a result, 
the cost of one meteorological observation in Europe 
varies from zero (in Slovenia) to 0.40 euros (in Ro-
mania).5 Costly data restrict access to valuable infor-
mation and reduce the social benefits that are derived 
from them.6

People struggle to translate knowledge  
into action

Individual decision making in practice can veer quite 
a long way from the basic, idealized assumptions of 
economic theory, such as the “maximization of ex-
pected utility.” To the extent this gap is linked to indi-
vidual preferences and values, it is not a reason for 
public action. But part of the gap stems from the lim-
ited time and capacity people have to process infor-
mation on risks and to decide which risk prevention 
measures they will implement. As a result, they 
sometimes make decisions that go against their own 
interests and preferences; this latter issue may justify 
public action.

A variety of studies shed light on just how incon-
sistent and incomplete people can be in their evalua-
tion of risk (box 2.1). People are biased toward the 
status quo and tend to choose the default option. For 

 effects may even occur at the macro level, when, for 
instance, immediate reconstruction needs after natu-
ral disasters crowd out longer-term development in-
vestment at the community or regional level. 

Information constraints. Information may exist but 
may not be available to or known by the people who 
have to make risk-related decisions. For instance, 
only 31 percent of people living in areas prone to 
flooding in the United States were aware of this risk, 
and only 33 percent knew that federally backed flood 
insurance was available, a 2010 survey by the Federal 
Emergency Management Agency revealed.3 Investors 
and banks may not have the knowledge to evaluate a 
loan application regarding innovative projects, lead-
ing them to reject profitable projects and thus con-
straining creative risk taking and innovation.4 

Progress has been made in making information 
more widely available in many areas. New informa-
tion and communication technologies help people 
access complex information from nearly anywhere 
on the planet. Data collection and access remain in-
sufficient, however. Because information has aspects 
of a public good, it is underprovided by private ac-
tors; thus states have a large role in producing and 
disseminating it. Some countries have not made suf-
ficient efforts in this direction, notably where data 
are not available for free—or not available at all. Hy-

D i a G r a M  2 .1 Individuals, firms, and countries face many obstacles in managing risks

Source: WDR 2014 team.
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B o x  2 .1  The irrational, the uncertain, and the short-sighted: Some classic experiments reveal surprises 
about people’s behavior

A well-established economics concept known as expected utility 
theory holds that people try to maximize their expected gains. Yet 
in practice, when faced with risk and uncertainty, people behave 
differently, some classic experiments show. The first experiment 
reveals that people are very averse to uncertainty. They value a gain 
that is a “sure thing” more than one that is uncertain, beyond what 
would be predicted by the theory. In this experiment, individuals 
must choose between different lotteries, shown in table a. In the 
first choice, most people (65 percent) chose the first option. In the 
expected utility framework, this means that the benefit (or “utility,” 
in economic terms) of winning $4,000 is larger than four-fifths (20 
percent versus 25 percent) of the benefit of winning $3,000. But in 
the second choice, most people (80 percent) chose the “sure thing,” 
even though in the expected utility framework this would mean 
that the benefit of winning $4,000 is lower than four-fifths of the 
benefit of winning $3,000 (80 percent versus 100 percent)—a direct 
contradiction of their first choice. This aversion to uncertainty—
beyond what risk aversion in the expected utility theory would sug-
gest—may be one reason behind the underinvestment in innova-
tive projects and entrepreneurship, relative to other forms of more 
secure income.

The second experiment reveals that people are not able to pro-
cess differences between small probabilities and so consider all  
low-probability events to be equally likely (table b). In the first 
choice, participants can select from two lotteries, each of which pro-
vides the same expected payoff. An overwhelming majority (86 per-
cent) selected Lottery 2. This shows that, in general, people’s deci-
sions account not only for the expected outcomes but also for the 
associated probabilities. However, the second choice shows that 
they do not do so when probabilities are very small. As in the first 

Source: WDR 2014 team based on Kahneman and Tversky 1979.

choice, expected payoffs are the same for both lotteries, and the 
probability associated with the lower payoff is twice as high as for 
the higher payoff. In the second choice, however, the majority of 
participants opt for the choice with the higher payoff, rather than 
the choice with the higher winning probability. These results show 
that people treat high and low probabilities differently, which may 
explain why people are less likely to make investments to reduce 
the risk of low-probability events at the margin (such as investing to 
reduce the risk of a building collapse in an earthquake) or to make 
desirable trade-offs between different low-probability risks. 

A third experiment shows how people’s decisions depend on 
what they consider “the default situation.” Again, people are asked 
to choose from two lotteries. This time, the chances of winning or 
losing are equivalent, but the amounts that can be won or lost differ. 
First, they are given $1,000 and must choose between definitely 
winning another $500 or having a 50 percent chance of winning 
another $1,000; 84 percent of the respondents select the sure out-
come. Second, they are given $2,000 and they must choose between 
definitely losing $500 and having a 50 percent chance of losing 
$1,000; 68 percent of respondents select the latter lottery. Respon-
dents react differently to the two choices, even though they are per-
fectly equivalent. 

This experiment illustrates the role of the reference points. It 
also shows that individuals are often risk averse with gains and risk 
seekers for losses. Depending on whether the reference point is the 
best possible outcome (and the only possibility is a loss) or the worst 
possible outcome (and the only possibility is a gain), individuals will 
make different choices. Insurers have known for a long time that 
people are more likely to buy insurance if their reference point is the 
occurrence of a disaster.

a. People are averse to uncertainty in a way that contradicts expected utility theory

First choice Second choice

Lottery properties Lottery 1 Lottery 2 Lottery 1 Lottery 2

Lottery option 20% chance of 
winning $4,000,  
80% chance of 
winning nothing

25% chance of 
winning $3,000,
75% chance of  
winning nothing

80% chance of 
winning $4,000,
20% chance of 
winning nothing

100% chance of 
winning $3,000

% of participants who 
choose the lottery

65 35 20 80

b. People treat high and low probabilities very differently

First choice Second choice

Lottery properties Lottery 1 Lottery 2 Lottery 1 Lottery 2

Lottery option 45% chance of 
winning $6,000,
55% chance of 
winning nothing

90% chance of 
winning $3,000,
10% chance of 
winning nothing

0.1% chance of 
winning $6,000,  
99.9% chance of 
winning nothing

0.2% chance of 
winning $3,000,
99.8% chance of 
winning nothing

% of participants who 
choose the lottery

14 86 73 27
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guide their decisions. That is why the “availability” of 
similar risks can explain why people care more about 
some risks and less about others. For example, be-
cause of their experience with the mad cow disease 
crisis, Europeans may be more concerned than 
Americans about nontraditional food production 
techniques, including genetically modified crops.13 
Education and communication campaigns and the 
provision of information in a form that individuals 
can easily process are thus key elements of a risk 
management strategy. That is why driving rules are 
learned not only in a theoretical setting but also 
through mandatory driving instruction, to the point 
where they become at least partially automatic.14

People are often overconfident about avoiding 
loss: they think they are able to drive safely under the 
influence of alcohol, and they think they can manage 
a flood and do not need to evacuate. They also have 
short memories about catastrophes, they discount 
the future too much and in inconsistent ways, and 
they fail to account for avoided losses that are not ob-
servable. After Hurricane Katrina hit New Orleans in 
2005, the number of U.S. households with flood risk 
insurance increased more than three times more rap-
idly than observed in previous years. However, the 
average cancellation rate remained unchanged, at ap-
proximately 33 percent a year, suggesting a short ef-
fect of the disaster on household behavior.15 A simu-
lation-based study shows that the primary motivator 
of decisions to invest in protection is the size of losses 
already experienced, not losses that were avoided.16 
This tendency leads to a “paradox of protection”: 
when protection against frequent events suppresses 
losses for an extended period of time, vigilance and 
risk awareness decrease. That leads to insufficient 
maintenance of protective measures and high invest-
ments in risky areas, resulting in future losses (and 
losses of increasing scale) if protections collapse or 
are overwhelmed by an exceptional event.17 This lack 
of consistency in decision making is not unique to 
risk management; it also explains why individuals 
have so much trouble meeting their own objectives 
(such as a New Year’s resolution to exercise more). It 
is why people often try to create irreversibility in their 
choices, by raising the cost of failing to reach their 
objectives (such as paying a high annual fee at a 
gym).18 In many developing countries, this search for 
irreversibility also helps explain why people save “in 
kind.” For instance, people protect their savings from 
capture not only by their extended family but also by 
themselves by slowly advancing the construction of a 
house each time resources become available, even 

example, the proportion of organ donors in coun-
tries where being a donor is the default choice (and 
people must opt out if they do not want to be do-
nors) is nearly 60 percent higher than it is in coun-
tries where people must opt in to become donors.7 
People usually attribute a higher weight to rare 
events, but they also simply neglect the possibility 
that very rare ones will occur.8 Individuals disregard 
the possibility of very bad futures, possibly because 
of the stress created in thinking about them.9 There 
is also a difference in how people weight the indi-
vidual risk they chose for themselves (when they 
drive, hike, or skydive) and the collective risks that 
are imposed upon them (when a chemical plant is 
built in their neighborhood): even if the benefits are 
similar, the level of risk is usually perceived to be 
higher when risks are imposed or when individuals 
feel they have little control over these risks (photo 
2.2).10 To account for this difference, the French gov-
ernment recommends that the cost-benefit analyses 
for investment in transport safety value one death 
avoided in public transport 50 percent higher than 
one death avoided in individual car accidents (1.5 
million euros versus 1 million euros).11

People, including policy makers, make many deci-
sions in the face of risk by using heuristics (rules of 
thumb) or by following social norms, instead of 
making deliberate calculations to identify the best 
option.12 People use risks they consider similar to 

P h o t o  2 . 2  a preference for large voluntarily chosen risks compared with 
small externally imposed ones. People may take on large risks for their hobby  
(such as high-altitude mountaineering); however, they may find a much smaller risk to 
be unacceptable if it is imposed on them by others (such as the construction of a 
chemical plant in their neighborhood).  © Gordon Wiltsie/National Geographic
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right medicine is not available. The low quality of 
road infrastructure is responsible for a fraction of the 
higher rates of traffic deaths observed in developing 
countries. In Poland, the number of crashes at “black 
spots,” where accidents are frequent, decreased by 35 
percent when danger signs were posted.19 

Many risk-related decisions rely at least partially 
on basic infrastructure. The landfall of Hurricane 
Katrina in New Orleans in 2005 illustrates both the 
success of a road-traffic evacuation plan—the evacu-
ation was quicker and smoother than previous ones 
for inhabitants who owned a car—and the failure to 
evacuate the population that relied on public trans-
portation.20 The lack of sanitation infrastructure is a 
major obstacle for individuals to manage their own 
health risks. For instance, in India open defecation 
and the absence of sanitary facilities in poor house-
holds have been shown to be a key reason for child 
stunting.21 Stunting can have a significant impact on 
adult health, productivity, and economic prospects, 
and thus on development opportunities. Accord-
ingly, as long as sanitation infrastructure is not pro-
vided, individual behavior changes and development 
programs such as child nutrition interventions are 
likely to have limited positive impacts. This example 
illustrates a general point: the importance of provid-
ing basic infrastructure as a basis for the success of 
further individual and collective risk management 
policies (photo 2.3) 

Complicating matters, some people may be 
 excluded from public services for risk management 

though this practice is a very inefficient and risky way 
of saving. 

These biases in behavior have consequences for 
the design of effective risk management policies. Ex-
cessive discounting of the future, short-sightedness 
(myopia), and the tendency to stick to the default op-
tion can, for example, explain insufficient saving 
where individuals are allowed to opt into a retire-
ment saving scheme. The biases can also explain why 
flood insurance reaches large penetration only in 
countries where it is compulsory or during short pe-
riods of time following disasters. These biases can 
justify specific interventions, from tax incentives to 
compulsory enrollment in insurance or pension 
schemes. In this context, conditional cash transfer 
programs (for instance in Mexico and Brazil) have 
proven to be highly successful in helping individuals 
managing their health risks. By requiring compliance 
with certain behavior—such as adhering to a pre-
scribed vaccination schedule for children—in order 
to receive a monthly cash transfer, such programs 
create a direct monetary incentive for taking socially 
and individually beneficial actions to reduce risk, 
such as medical treatments and checkups. Thus such 
programs can overcome the constraints discussed 
above (from resource and information constraints to 
behavioral biases and a tendency to postpone non-
urgent medical checkups indefinitely); they thereby 
help reduce health risks for vulnerable individuals, 
their households, and their wider communities.

Obstacles beyond the control of 
individuals hamper their risk 
management

Missing public goods and markets, and even social 
norms, may prevent people from managing their 
own risk taking. Above and beyond individual risks, 
some risks are systemic and therefore cannot be 
managed without collective action.

Individuals must cope with market and 
government failures

Missing public goods and services. Public goods and 
services that provide an essential foundation for peo-
ple’s risk management are often missing. From the 
point of view of investors, for instance, risk can be 
managed only if contracts can be enforced, which re-
quires the rule of law and an effective judiciary. 
Health insurance is of little use if poorly regulated 
health care providers are not competent or if the 

P h o t o  2 . 3  Good infrastructure is needed for people to manage their risks.  
Thanks to a national project, people in Woukpokpoe, Benin, have gained access to 
safe, clean water, which enables them to manage health risks more effectively.

© Arne Hoel/World Bank
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some may make some harmful bacteria more resis-
tant to treatment, threatening the health of all.25 A 
firm that introduces a new chemical may create 
health risks to others, while reaping most of the fi-
nancial benefit. Disasters cause indirect losses that 
create externalities.26 In November 2012, for in-
stance, Japanese automaker Honda cut the factory 
hours of its U.S. auto assembly workers in Ohio be-
cause it could not get parts from Thailand, affected 
at the time by large floods. Socially optimal risk 
management in one production unit (as in Thai-
land) should take into account these supply chain 
effects and the impact of interruptions in produc-
tion on the ability of client factories to create value 
added. Such far-ranging consideration is not nor-
mally the case, however, leading to insufficient risk 
management. Cases like these highlight the need to 
design and implement public actions (like regula-
tion) or collective action (like supply chain manage-

ment) to ensure that individual incentives 
are aligned with collective objectives. 

The response to the 2011 earthquake 
and tsunami in Japan offers exam-

ples of such collective actions, with 
clients providing their suppliers 
free assistance to help them re-
store their production as quickly 
as possible.27 

Social norms. Individual behavior re-
garding risk management is embedded 

in social norms, which can present obsta-
cles to risk management—or facilitate it. For 

example, use of a face mask while sick prevents 
transmission of disease; in Asia, but not elsewhere, 
wearing a mask is a commonly followed social norm. 
By contrast, the “stigma of failure” is a social norm 
that works against innovation and entrepreneurship. 
To counter it, some governments and private institu-
tions are rewarding innovation and risk taking, even 
when it fails: for instance, through the creation of 
prizes (such as India’s Tata Group award of an an-
nual prize for the best failed idea), or tax write-offs 
for research and development. Specific policy ap-
proaches may be necessary when lawmakers chal-
lenge a well-established social norm. In the United 
States, police at first opposed enforcing rape and do-
mestic violence laws, until complementary measures 
changed social norms (such as “shaming penalties” 
for rape and portrayals of male violence against 
women as “cowardly” or “unmanly”).28 Changes in 
social norms can have many origins and channels. 
Lobbies and interest groups use communication 

because of their gender, ethnicity, political affiliation, 
or lack of education or literacy. In Peru, for instance, 
legal proceedings are held only in Spanish, while 
many farmers speak only Quechua and Aymara, 
making it difficult for them to rely on the judiciary 
system to protect their rights and manage their risks.

Missing markets and the problem of moral hazard. 
Missing markets and instruments, such as insurance 
and hedging markets, are key obstacles to people’s 
ability to manage risk. Even where instruments ex-
ist, they may be plagued by market failures. Insurers 
offer low-deductible (and higher-premium) policies 
to satisfy clients with high risk aversion. In Israel, 
however, it has been shown that “bad” drivers who 
have more accidents chose these policies more than 
average drivers. This is a classic case of adverse selec-
tion. The fact that people who are more vulnerable 
are likely to buy more insurance than individuals 
who are less vulnerable—and that insurers 
lack information about who is and is 
not more vulnerable, and thus cannot 
charge more to riskier customers—
increases the cost of insurance for 
everyone, creates affordability is-
sues, and limits the benefits from 
risk sharing.22 The state may need 
to intervene to promote the cre-
ation of markets and instruments 
and to regulate them in a way that 
supports individuals in their manage-
ment of risk. 

Not all risks can be covered, however. Non-
monetary losses, such as health and psychological im-
pacts or personal objects and photographs lost dur-
ing floods or fires, can rarely be fully compensated. 
After the Bihar floods in India in 2008, for instance, 
the elderly suffered from depression more often than 
they did before the floods.23 Even if all impacts could 
be compensated, doing so would remove all incen-
tives for individuals and firms to mitigate risks them-
selves and would increase both adverse selection and 
moral hazard (the fact that insurance reduces the 
incentive for people to protect themselves against 
risks) and would therefore magnify losses.24 It is thus 
rarely optimal to cover losses completely, which is 
why private insurers and public schemes (or mixes 
through public-private partnerships) always include 
a deductible that limits the amount of coverage. 

Externalities. The actions of some actors may in-
crease risks for others or reduce their incentives to 
manage their own risk. Overuse of antibiotics by 

Identifying risks  
is not enough: the 

obstacles to risk 
management must also  

be identified, prioritized, 
and addressed through 

private and 
public action.
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policy makers often claim that “disasters are unac-
ceptable”—especially after a catastrophe—canceling 
all risks would be prohibitively costly. Thus a certain 
amount of risk must be accepted.31 Defining an ac-
ceptable level of risk is difficult because of the com-
plexity of some issues (box 2.2) and because prefer-
ences, values, and beliefs may differ widely. Some 
individuals are more risk averse than others and may 
prefer a more precautionary approach. Individuals 
use their “world views” as cognitive and emotional 
filters that influence how they perceive and act with 
respect to risky situations, and as a way of simplify-
ing decision making. Working in a cultural theory 
setting, a study classified U.S. individuals accord- 
ing to three fundamental world views—“fatalist/ 
hierarchical,” “individualist,” or “egalitarian”—and 
showed that these views largely explain people’s 
preferences concerning many technological and en-
vironmental risks, such as nuclear energy, genetically 
modified crops, and climate change.32 

Because factors that influence how people process 
information about risks are embedded in fundamen-
tal beliefs, judgments about these risks can differ 
markedly within a country and even more across 
countries. At the international level, strong disagree-

campaigns to change perceptions about prevailing 
social norms. Marketing companies, seeking to max-
imize sales and revenues, use advertising  campaigns 
to shape perceptions about products and services. 
Sometimes these campaigns come at the expense of 
risk management: for example, by encouraging eat-
ing and drinking habits that are detrimental to good 
health. In contrast, public health policies have had 
great successes in changing norms to improve hy-
giene and prevent diseases with sanitation or hand 
washing. Sometimes, changes in norms have unex-
pected drivers. Telenovelas (televised soap operas) in 
Brazil have had a large influence on fertility choices. 
The different life styles and ideals presented in the 
shows have influenced social norms, with a measur-
able impact on people’s behaviors (photo 2.4).29 

Some risks are collective by nature

Some risks are systemic—and therefore collective—
by nature. Financial crises or economic slowdowns 
can be managed only at the country or even interna-
tional level. When industrial policies are imple-
mented to support a technology or a sector, a coun-
try takes a macroeconomic and fiscal risk that is 
socialized at the national level. If the technology or 
the sector fails, the loss is shared by all taxpayers. 
 Furthermore, in an increasingly interconnected 
world, many risks, such as pandemics or financial 
crises, are now global. In all these cases, risk must be 
managed collectively, using public goods and ser-
vices such as protective infrastructure, health care 
systems, financial regulations, and macroeconomic 
management. Many natural risks, especially in areas 
of geographically concentrated infrastructure and 
high density, also call for collective management. Be-
cause of various synergy effects, economic produc-
tion and infrastructure tend to agglomerate geo-
graphically, often in at-risk zones such as coastal 
areas or river flood plains.30 Moreover, protection 
infrastructure is “lumpy,” meaning that it cannot be 
increased continuously and progressively—it often 
consists of a complex system (such as multiple rings 
of dikes and pumping stations) and it requires plan-
ning, is expensive with large up-front costs, and usu-
ally covers large areas. As a consequence, individuals 
or firms cannot provide hard protection to their 
houses or production facilities independently of 
what is put in place at the collective level. Thus man-
aging natural risk is at least partly a collective issue. 

In cases requiring collective action, the definition 
of the acceptable level of risk needs to be made at the 
social level, through a political process. Even though 

P h o t o  2 . 4  Changing social norms. Telenovelas in Latin 
America have changed social norms by exposing people to 
different lifestyles. © Globo Marcus
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important for health issues; some individuals are far 
more sensitive to pollutants than others, for instance. 
Investigating health effects of one type of air pollu-
tion (particulate matter), a study concluded that the 
most susceptible people (those in the 99.9th percen-
tile) would feel negative effects at exposures only 0.2 
to 0.7 percent of the level that would induce the same 
effects in people of median susceptibility.34 In the 
presence of such heterogeneity, designing homoge-
nous regulations is challenging and highly depen-
dent on considerations of equity (especially when 
sensitivity is correlated with other social factors). The 
selected regulation is also unlikely to satisfy all indi-
viduals. The same problem exists at the international 
level. For instance, the international community 
committed to avoid “dangerous climate change” as 
long ago as 1992, through the United Nations Frame-

ments over acceptable levels of risk have led to trade 
disputes involving high-uncertainty risks such as 
beef hormones, mad cow disease, and genetically 
modified crops. An in-depth comparison of risk reg-
ulations in the United States and Europe highlights 
the role of cultures and world views on risk manage-
ment practice, as well as the complexity of the matter, 
with European governments showing more risk 
 aversion than the United States for some risks (beef 
hormones), but less for other risks (mad cow dis-
ease).33 The difficulty in defining an acceptable level 
of risk in a given context means that prescriptive rec-
ommendations concerning risk management are very 
sensitive issues and need to be issued with caution. 

Defining a social level of acceptable risk is also 
difficult because of differences in individual or col-
lective sensitivity. Such differences are particularly 

B o x  2 . 2  Strengthening the interaction between experts and policy makers to improve risk management

Many risk assessments are based on a classic risk matrix that repre-
sents the potential impact of an event on the horizontal axis and its 
likelihood (probability of occurrence) on the vertical axis. The risk can 
be considered “intolerable” if its likelihood and potential impact are 
too high; “acceptable” if both factors are low enough; or “tolerable,” 
in the sense that it is not desirable to suppress it, but it nevertheless 
needs be managed or reduced (figure).

Scientists and other experts alone cannot define what risks are 
acceptable; they lack legitimacy to do so. Nor can policy makers by 
themselves define what risks are acceptable; they usually lack tech-
nical expertise. Thus closer and better interactions between science 
and policy are needed to codefine what is acceptable, tolerable, and 
intolerable.

Different countries have introduced different institutional sys-
tems to reach these definitions, in line with their political culture. 
Some countries (the United States) use what is referred to as an 
“adversarial” system, in which there is an open, procedure-based, 
and transparent confrontation of viewpoints, and the outcome is 
determined through a legal process. Other areas (parts of southern 
Europe) rely on a “patronage” system, in which a public entity is in 
charge of assessing risks, relying on in-house experts and pro-
cesses, with little public scrutiny and participation. Finally, a “con-
sensual” or “corporatist” approach is more common in northern 
Europe, based on closed-door negotiations between regulators 
and stakeholders, with little public control and the aim of creating 
compromise. 

The adversarial system is better able to manage uncertainty and 
ensure accountability; however, this system is also very costly, may 
exclude some stakeholders, and is not able to benefit from collabo-
ration and information exchanges between the regulator and the 

Source: WDR 2014 team based on Renn and Graham 2005.

a. Loewenberg 2006. 
b. De Francesco 2012. 
c. Wiener 2013.

regulated private actors. In the U.S. system, for instance, regulation 
tends to occur only after the damage is done. Lawsuits for damages 
cost U.S. industry 1.9 percent of GDP ($180 billion) annually, in con-
trast to the United Kingdom, which has a more consensual system, 
and where liability costs industry less than 0.5 percent of GDP.a 

Recent work suggests the existence of considerable flexibility in 
the type of risk regulations that can be implemented, regardless of 
the political and legal culture.b Regulatory instruments are dissemi-
nated and hybridized to make them appropriate for different coun-
try contexts, helping improve risk regulation globally.c In practice, 
most countries have tried to adapt risk regulation instruments to 
their cultural and institutional settings, in an effort to balance the 
cost and the transparency of their risk management institutions.
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of the population at the expense of the rest and for its 
own benefit (for example, a government provides 
protection to an industry in exchange for political 
support, or a regulation is captured by the regulator). 
A last category is linked to uncertainty and the impos-
sibility of identifying clear-cut solutions to a problem—
regardless of the capacity, resources, and goodwill  
of the government—because of lack of knowledge 
concerning the appropriate course of action; this sit-
uation is referred to as deep uncertainty and is dis-
cussed further later in this chapter.

Lack of resources and technical capacity 
hampers public policy

Resource and capacity constraints to pursue risk 
management can be a serious barrier to public ac-
tion. The expensive disaster risk preventions that 
have been implemented in developed countries 
(such as flood protections in the Netherlands) are 
out of reach for many similarly threatened develop-
ing countries (such as the Arab Republic of Egypt, 
Bangladesh, or Vietnam). This gap is largely the re-
sult of financial constraints, including the lack of 
 financial instruments appropriate for long-term 
 investments with large social returns but limited  
cost recovery.38 But it is also connected to the exis-
tence of many competing needs in developing coun-
tries, from health and education to infrastructure 
development. In addition, technical capacity is often 
lacking in developing countries, particularly so in 
countries where the public sector has well-identified 
difficulties in retaining its talented and skilled work-
ers. The competencies needed to analyze risks and 
identify relevant management actions may thus be 
inaccessible even for governments willing to act. 

Lack of resources may weaken institutions and 
impede enforcement of rules, which in turn may  
lead to poorly designed or implemented risk man-
agement policies. For example, the inability of gov-
ernment to enforce property rights and land titles 
has a negative impact on risk management: house-
holds with precarious tenure risk eviction and are 
unlikely to invest in risk-mitigating investments such 
as flood-proofing and earthquake-proofing their 
houses. They are also unable to use their home as col-
lateral to obtain credit to finance such in vestments. 
Corruption often thrives amid weak institutions and 
is an obstacle to public risk management: for in-
stance, when contractors do not respect building 
norms for public buildings in earthquake-prone 
 cities. As illustrated in chapter 4, community-based 
solutions can help in instances when governments 

work Convention on Climate Change. Countries 
have very different exposures and vulnerabilities to 
climate change, however, and thus have different 
views of what a “dangerous” change is, making it 
more difficult to reach an agreement on greenhouse 
gas emission reductions (see chapter 8).35

Why aren’t states better at filling  
in the gaps?

Countries—or the international community—could 
do much to help people overcome obstacles to their 
management of risk, and these actions can be very 
cost-effective and supportive of development and 
poverty alleviation, as discussed in chapter 1. Cor-
recting market failures and other social obstacles to 
realign the incentives of individuals with the goals of 
society is one of the main roles of governments and 
local authorities. Yet this help often does not happen, 
or it happens in a very imperfect way that can make 
risk management counterproductive or excessively 
costly. States face large obstacles themselves and have 
competing priorities that do not focus on managing 
risks and fostering resilience. First, decision makers 
and policy makers, as individuals, are susceptible to 
the biases that have been described earlier. For in-
stance, they tend to have short memories and have a 
short-term bias, they tend to misestimate low prob-
abilities, and they use rules of thumb and social 
norms instead of rigorous risk assessments to make 
many decisions. But obstacles to public action go be-
yond the obstacles to individual decision making, 
and include many other government failures.

Defining a government failure is difficult, how-
ever.36 A government failure can be defined as a situ-
ation where the government does not operate in the 
public interest—that is, the interests of the taxpayers 
and the users of public services—but in the interests 
of “narrow interest groups who are able to exploit a 
privileged position for their own benefit.”37 This defi-
nition links government failure with capture by inter-
est groups. Here, four broad categories of govern-
ment failures are discussed. The first is linked to 
insufficient resources and capacity and to the involun-
tary implementation of government actions that are 
less desirable than what could be achieved. The sec-
ond is related to coordination failure (within govern-
ment or between public and private actors), includ-
ing policy capture, such as a government that is 
manipulated by an interest group to introduce regu-
lation that is detrimental at the social level. A third 
category is linked to political economy issues and vol-
untary decisions by the government to favor a subset 
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measures such as land use plans and building norms 
at the local level (a task often led by local authorities). 
In the absence of cross-scale regulations, a “public 
moral hazard” may emerge, if local authorities rely  
on national support in case of disasters, reducing the 
incentive to implement preventive actions.40 

Coordination is also required between public and 
private actors. The impact of a flood is highly depen-
dent on the ability of private actors to reallocate 
 resources and the ability of utilities and transport 
companies to restore basic services. The impact of 
epidemics is dependent on the ability of companies 
and organizations to maintain operations with a re-
duced workforce. In sectors where states often rely  
on private sector expertise (cyberattacks, finance), 
public-private cooperation is a critical ingredient in 
the design of a strategy. Such cooperation is often 
difficult to establish because of differences in culture 
and work habits, issues related to privacy and com-
mercial secrecy, risks of capture and rent-seeking be-
haviors from private actors, and lack of incentives on 
both sides. The recent financial crisis illustrates the 
difficulty regulators face in determining the best 
course of action when their main advisers—profes-
sionals from the financial sector—have a large stake 
in the decision (see chapter 6).

To promote and improve coordination, multiple 
stakeholders need to be involved in decision-making 
processes for risk assessment and implementation 
(box 2.3). Stakeholder involvement is useful not only 
to disseminate information and increase the accept-
ability of risk management policies; it is also a means 
of enhancing the technical quality of the analysis and 
ensuring that risk management strategies are reason-
able and well developed.41 A collective approach al-
lows the transfer of risks to the actors that are best 
able to manage them—for instance, because of their 
access to knowledge and resources. In the manage-
ment of natural disaster risks, for example, a set of 
promising initiatives has been implemented to im-
prove coordination, based on the creation of multi-
ministry bodies in charge of information exchange 
and coordination. The responsibility for risk man-
agement is located in the highest office (the prime 
minister’s or president’s office) in about 25 percent 
of the countries and in a central planning or coordi-
nation unit in 10 percent of them.42 In Peru, the re-
sponsibility for disaster risk management resides in a 
new agency within the president’s office and is there-
fore able to coordinate across ministries. The time 
and resources consumed by coordination actions 
should not be underestimated, however, and the cost 
of doing so may be important in countries where 

and local authorities are unable or unwilling to man-
age risks. Where school construction does not re-
spect building norms because local authorities are 
unable to enforce them, the involvement of the com-
munity—and the parents who will send their chil-
dren to the school—may be a solution. In situations 
where enforcement and compliance are weak, more 
effective enforcement of existing building norms can 
potentially have significant benefits. For instance, in-
surance experts estimate that insured losses in the 
United States from Hurricane Andrew in 1992 could 
have been reduced by 25 percent if building norms 
had been fully enforced.39

Lack of resources not only influences what can be 
achieved but also the type of solutions and measures 
that are desirable. For risk management, as for other 
productive investments, the “best” technology de-
pends on the relative scarcity of production factors. 
In developing countries where capital and skilled la-
bor are scarce and unskilled labor is underused, risk 
management solutions will necessarily be different 
from those selected by more developed countries 
where capital is cheap and labor is expensive. In par-
ticular, risk management strategies are likely to be 
based more on hard infrastructure (large dike sys-
tems) in higher-income countries. The appropriate 
risk management actions also depend on institu-
tional and enforcement capacity. Where enforcement 
capacity is limited, strengthening building norms 
may worsen the situation. Increasing compliance 
costs can increase the number of noncompliant, 
high-vulnerability buildings, with an impact on ag-
gregate risk larger than the risk reduction from 
more-resistant, compliant buildings.

Coordination failures impair risk 
management

Coordination failures between different state agen-
cies may also hinder risk management. Horizontal 
coordination is needed to ensure that actions from 
different ministries are consistent and synergetic. For 
instance, the ministry of finance may create and regu-
late a health care insurance system, but the usefulness 
of the insurance will depend on the availability of 
competent health care providers, a responsibility of 
the health ministry. Vertical coordination is also cru-
cial because risk management must be shared across 
different levels (from the neighborhood to the coun-
try and the global communities). A public-private 
insurance scheme (regulated by the ministry of fi-
nance at the national level) cannot be designed inde-
pendently of the implementation of risk reduction 
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B o x  2 . 3  Institutions to improve risk management: National risk assessments

National risk assessments (NRAs) to improve policy related to pre-
venting and planning for crises and emergencies have been con-
ducted in the United Kingdom and in the Netherlands since 2005 
and 2007, respectively.a In both countries, NRAs are used to assess 
the main risks faced by the country, regardless of the type and origin 
of risk (natural, technological, terrorist, other). They are based on 
similar approaches: identifying risks, generating scenarios, assessing 
the probability or plausibility and impacts of the risks, and construct-
ing a national risk matrix. The matrix in the figure summarizes the 
main risks and organizes them according to their likelihood (x-axis) 
and severity of impact (y-axis).

Several major benefits emerge from conducting such an assess-
ment. First, it helps with coordination and cooperation across minis-
tries and organizations, thus avoiding “silo” effects. Ministries in 
charge of one risk (for instance, the ministry of health, for epidemics) 
have found that the NRA helped them mobilize other ministries to 
provide information and design their own response plan (for exam-
ple, the ministry of education needs to set up a response plan to 
cover the event of many teachers becoming sick). Second, it antici-

Source: WDR team based on Vastveit 2011.

a. Ministry of the Interior and Kingdom Relations 2009; Cabinet Office 2012.

pates trade-offs, helping to avoid conflicts between stakeholders 
during a crisis. In the Netherlands, that is the case during floods, 
when several regions compete for access to limited resources 
needed for emergency management. Third, it helps involve new 
actors. The private sector has a key role in risk and crisis manage-
ment, and NRAs have been used to involve them in the develop-
ment of risk management strategies. Finally, an NRA influences the 
distribution of resources dedicated to managing different risks. 

Following a similar approach, the government of Morocco is 
considering a multirisk approach. With the support of the World 
Bank and the Global Facility for Disaster Reduction and Recovery, 
Morocco has conducted risk assessments in three key areas: natural 
disaster risk, volatility in commodity prices, and risks in the agricul-
tural sector. The country is seeking to adopt an explicitly integrated 
approach to assessing its key risks and is now beginning to develop 
options on how best to mitigate the identified risks, including 
through developing a national risk management strategy and sup-
porting institutions.

The United Kingdom has adopted a comprehensive risk management framework

Source: Cabinet Office 2012.
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government should ensure free access to data; free 
dissemination of results through media, the Internet, 
and social networks; and some legal protection for 
whistleblowers. Many countries provide protection 
for individuals who report alleged dishonest or ille-
gal activities that have been occurring in a govern-
ment department or private company or organiza-
tion (in the United States, the first whistleblower law 
was passed in 1863). Recent progress in this direction 
has been achieved by many countries, including 
 Jamaica and India. 

Lack of well-accepted indicators for risk. The lack of 
well-accepted indicators for risk makes it difficult to 
measure the performance of decision makers and to 
hold them accountable for their risk management 
choices. Controlling and coordinating the delivery  
of public services is difficult when the potential  
for competition in quasi-markets—that is, markets 
created and organized by the government to create 
competition among public service providers—is 
limited and when the quality of the service is not eas-
ily observable.47 Health care is a common illustration 
of this problem: service quality is not directly observ-
able, and results can evolve over the long term and 
are always very uncertain. Risk management is no 
different: while forgone profits and lost jobs from a 
chemical firm can be measured and published, the 
reduction in risk from banning some potentially car-
cinogenic product cannot be easily measured. In 
general, the fact that disaster relief is immediate and 
pertinent while prevention is less visible and more 
difficult to measure makes it impossible to enforce 
the accountability of decision makers, leading to 
 biased spending decisions toward less cost-effective 
ex post action. 

The long horizon of risk management actions 
and the lack of indicators mean that it is also difficult 
to use competition to control public risk manage-
ment. In theory, competition across localities should 
be an incentive to risk management: localities often 
rely on local taxes on economic activity, and the risk 
level can be a determining factor for a private actor 
who wants to invest in one locality or another. But 
the risk level is often not directly observable, and de-
cades can pass before a good risk management action 
translates into a lower risk level. Competition can 
thus hardly be used to discriminate between good 
and bad risk management. In such a context, regula-
tory approaches have high potential.48 One promis-
ing option is the creation of national risk boards in 
charge of conducting risk assessments and assessing 
the quality of risk management of various agencies 

public resources are scarce. That is particularly the 
case where the public sector struggles to attract 
skilled and motivated workers. 

Political economy problems hinder risk 
management 

Political economy obstacles. Even when resources are 
available, politicians may be reluctant to devote them 
to risk management because the costs of risk man-
agement are immediate, concentrated, and observ-
able, while the benefits are longer term, distributed 
more broadly, and often less visible. When regulating 
the use of new chemicals or the development of a 
new area, for instance, public decision makers have a 
strong and immediate influence on the revenues of 
one or a few firms (when regulating chemicals) or on 
the value of people’s assets (landowners).43 Affected 
firms and people will naturally tend to oppose any 
constraint and be very vocal about it. On the other 
hand, the people protected by the regulation—peo-
ple negatively affected by pollution or future buyers 
of apartments in the newly developed areas—are of-
ten not aware that the regulation may eventually pro-
tect them and therefore rarely support it. Even more 
complicated are cases such as climate change, where 
beneficiaries are not born yet, because the benefit 
from risk management extends over the very long 
term (see chapter 8). 

The existence of dispersed interests is a classic is-
sue in institution building and is responsible for 
many government failures, especially when public 
goods are concerned.44 Policy trade-offs are often 
determined by the ability of various interests to 
 organize themselves: for instance, through lobbying 
organizations. Evidence shows that increasing trans-
parency and providing a voice to dispersed interests 
help avoid capture by interest groups and improve 
policy decisions.45 These political issues have beset 
many well-known efforts to control risks, such as 
those relating to asbestos, lead paint, and tobacco. 
These cases show that powerful lobbies can block 
health regulation even in the presence of well- 
established scientific evidence of negative health im-
pacts. They also demonstrate that nongovernmental 
organizations, scientific organizations, and citizen 
associations play a key role in bringing these issues to 
the public and creating broad support for regulating 
these risks.46 Risk management is thus more likely to 
be efficient where strong civil society organizations 
are able to conduct independent risk audits and as-
sessments and to communicate their results to the 
wider public. To make these possible, however, the 
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fects, and the risk management policy mix may need 
to include redistributive measures to be accepted by a 
majority and not harm the poorest.52 

In this context, conditional cash transfers have 
proven to be able to deliver both distributional ben-
efits to the poor, as well as positive impacts in terms 
of risk management. The Bolsa Família Program in 
Brazil, for instance, has not only been a main driver 
for significantly reducing inequality and extreme 
poverty in recent years but has also improved in-
dividual risk management. The underlying idea of 
the program is to provide poor households with 
monthly cash transfers that are conditioned on 
compliance with certain risk management behav-
iors, such as completing health check-ups, monitor-
ing growth of children, or pursuing adequate care 
for pregnant women. The program has been able to 
achieve compliance rates for these health condition-
alities of close to 100 percent, thereby significantly 

improving the management of health risks of 
11 million poor households. 

Uncertainty is sometimes 
severe 

Sometimes, information about 
how to manage risks does not 
exist, and decisions involve a 
condition known as deep uncer-

tainty. These cases occur when 
experts cannot agree on which 

models to use (disagreement on how 
to transfer the results of analyses of the 

health impact on animals to human beings, 
for example); on the probability distributions of key 
uncertain parameters (the probability of a long pe-
riod without economic growth); or on the values of 
alternative outcomes (the acceptability of a total loss 
of the Amazon forest in the event of significant cli-
mate change).53 In such cases, it may be impossible 
to define a probability for alternative outcomes, or 
even to identify the set of possible futures (including 
highly improbable events—like the famous “black 
swan”).54 Or it can be impossible to reconcile differ-
ent views through a common estimation of proba-
bilities of different outcomes. A situation of deep 
uncertainty is different from a situation of “large 
uncertainty,” in which different actors can agree on 
the probabilities and values of different outcomes, 
even if the range of possible outcomes is very broad 
because knowledge is limited. In situations of deep 
uncertainty, different stakeholders or experts can 
have divergent opinions and may not even agree on 

and organizations (including local authorities and 
their land use plans) through risk audits and bench-
marking (see box 2.3; see also the “Focus on policy  
reform” at the end of this Report). Risk assessments 
could be used to create indicators that would help 
populations reward risk-sensitive policy making; 
they would also trigger risk-based competition 
across agencies and localities to encourage good risk 
management. National risk boards could also help 
with vertical coordination issues, by mitigating the 
public moral hazard created by the national support 
to affected subnational entities. 

Preference for one policy in advance but another when 
the time comes to implement it (time inconsistency). 
Sometimes after a shock or crisis, a government will 
have an interest in acting in a way that contradicts its 
commitments before the event. To cite a recent and 
major example: to avoid excessive risk taking in the 
financial sector, the government may promise 
not to bail out bankrupt financial institu-
tions; but if a large financial institu-
tion does go bankrupt, the govern-
ment will have an interest in 
bailing it out, regardless of its 
previous commitments. These 
incentives reduce the credibility 
of the entire strategy and create 
a strong moral hazard issue. 
These problems are amplified by 
the lag between the short period of 
many political mandates and the lon-
ger period needed for risk management 
results to be observable. Disaster relief can 
even be used opportunistically, by being distributed 
close to an election or targeted to areas that vote for 
the ruling party.49

Distributional problems. All risk management policies 
redistribute wealth and power; at their worst, they 
can harm the poorest and the most vulnerable, rais-
ing important equity concerns. For instance, increas-
ing building construction costs to improve earth-
quake and flood resilience may make it even more 
difficult for inhabitants of informal settlements to 
obtain decent housing. In Jakarta, flood- and earth-
quake-proofing a typical home costs $3,100, on aver-
age, only slightly less than the annual per capita GDP 
in Indonesia.50 Even excise taxes on cigarettes, an ef-
ficient tool to prevent young people from starting 
smoking and protect them from addiction, have been 
criticized for their cost to the poor.51 Complementary 
policies may be needed to mitigate these negative ef-

Under deep 
uncertainty, policies  

need to be robust in a  
large range of possible 

scenarios, and able  
to be revised as  

future circumstances 
warrant.
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plementations, but these climate models are based 
on the same widely accepted laws of physics. And 
while these models agree on the large patterns of cli-
mate change, they can point in opposite directions at 
the local scale and for some parameters. For example, 
depending on the model, rainfall in West Africa 
could increase or decrease by 25 percent by the end 
of this century (map 2.2). Such uncertainty is clearly 
an obstacle to the design of water infrastructure able 
to deal with floods and droughts in the region. The 
experts’ ability to forecast future energy demand has 
also been disappointing,58 and few anticipated the 
rapid technological developments that have occurred 
in medicine, energy, or information and communi-
cations technology. 

There are many other examples of cases where ex-
perts cannot agree on the assumptions that lie at the 
heart of their analysis, and thus reach results that can-
not be reconciled (a situation labeled “dueling certi-
tudes” by economist Charles Manski). These exam-
ples include the evaluation of the fiscal con sequences 
of health care reforms—with large un certainties con-
cerning how medical practice will evolve—and the 
impact of various policies to reduce cocaine con-
sumption.59 In these cases, different stakeholders can 
rarely come to agreement on the “most likely” future 
on which planning should be based, or on the “most 
likely” consequences of a given action. Moreover, do-
ing so would be dangerous if future risks and events 
deviate from this most likely case. 

A special case of deep uncertainty that can para-
lyze action is regulatory and policy uncertainty (see 
chapter 5). Firms working on renewable energy tech-

the existence of large uncertainty. These situations 
lead to gridlock and lack of consensus, strong politi-
cal opposition to any action, and therefore to paraly-
sis. They are particularly difficult to manage when 
large and irreversible damages are possible, when 
decisions cannot be postponed until more informa-
tion is available, and when policy or technical op-
tions are “brittle”: that is, very sensitive to small 
 errors in design. 

To further complicate matters, uncertainty sur-
rounds not only the risk itself, but also the risk man-
agement measures that are implemented and their 
efficiency and side effects. In practice, anticipating all 
consequences of risk management policies is impos-
sible, and some policies may have unacceptable side 
effects or create other risks. The Koka reservoir in 
Ethiopia illustrates this problem: it was built to store 
water for agriculture and improve food security, but 
its impact on the mosquito population and thus on 
health was not anticipated: as a result, malaria case 
rates within three kilometers of the reservoirs are 2.3 
times as great as for those living six to nine kilo meters 
from the reservoir.55 Around micro-dams, malaria 
prevalence is as much as 7 times greater than in the 
rest of Ethiopia.56 Such side effects cannot always be 
avoided and need to be monitored and managed.57 

Uncertainty is especially deep in “emerging risks” 
or in areas where scientific uncertainty is the greatest 
(genetically modified crops, hydropower dams, nu-
clear energy, climate change). A common example is 
the uncertainty about future changes in local cli-
mates. Different scientific teams develop simulations 
of climate systems that differ in their technical im-

M a P  2 . 2 Deeply uncertain futures: Different climate models project very different 
changes for precipitation in Africa

Source: IPCC (Intergovernmental Panel on Climate Change) 2007.
Note: The maps show simulations from two different climate models. The brown areas indicate decreases in annual precipitation.  
The green areas indicate increases in annual precipitation.
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and projects in these cases. Often low- or zero-cost 
options that reduce vulnerability in these extreme 
scenarios can be identified and implemented. For ex-
ample, an early warning system is useful even when 
all floods are supposed to be prevented by hard 
protections. 

A balance needs to be struck between the plausi-
bility of scenarios and the need to explore the range 
of possible, if uncertain, events. This balance is dif-
ficult to define (as illustrated by applications of the 
precautionary principle, discussed in box 2.5). Deci-
sion makers have a tendency to be too conservative 
in their assessment of what is possible and plausible. 
The U.K. national risk assessment deals with this is-
sue through the use of “reasonable worst-case sce-
narios,” but there is no objective way of designing 
such scenarios, and subjective judgment will always 
be necessary. This subjectivity implies that the de-
velopment and selection of scenarios must be done 
by policy makers working closely with experts (see 
box 2.2).

Putting it all together: A policy sequence

Diagram 2.3 presents a set of screens that aid in ana-
lyzing a risk in a given context, starting from the as-
sessment of risk itself. But designing effective public 
policy must go beyond risk assessment, to analyze 

nologies, for instance, are dependent on environ-
mental regulations and policy-determined carbon 
prices. They are highly vulnerable to policy reversals, 
and this uncertainty is a major obstacle to taking risk 
and innovating.60

In situations of deep or large uncertainty, many 
traditional methods for decision making under 
 uncertainty are difficult to apply. And many well-
identified biases toward overconfidence and against 
the provision of estimates of uncertainty become 
particularly dangerous.61 Alternative tools are useful 
for communicating the presence and degree of un-
certainty and for finding compromises, more con-
sensual solutions, and options that are less brittle  
and more acceptable for stakeholders with different 
beliefs and values. In these cases, it is preferable to 
implement adaptive and robust policies that lead to 
acceptable outcomes in a large range of scenarios and 
that can be revised when new information is avail-
able or when the context changes.62 

Many methodologies have been proposed for de-
signing such policies, and the best approach depends 
on the context.63 “Robust decision making” is one of 
these methodologies. The iterative process, by which 
multiple stakeholders can identify vulnerabilities and 
options to reduce them, and then implement them 
with appropriate monitoring and revision using new 
knowledge, is shown in diagram 2.2. Its advantage is 
that all actors do not have to agree on what is the 
most likely future and on the value of different pos-
sible outcomes before a decision is discussed. More-
over, it helps identify the uncertainties that do not 
matter for a given decision, thus focusing the process 
on what is most important (box 2.4). This approach 
also explicitly recognizes that different actors have 
different values and beliefs, and it makes the influ-
ence of these values on the decision much more ap-
parent than with other methods (such as the cost-
benefit analysis, in which values and preferences are 
captured in complex valuation techniques). As a re-
sult, it helps create a dialogue among stakeholders 
and facilitates reaching an agreement on solutions 
that are more widely acceptable. 

Above all, decision makers should avoid plans  
that are designed for the most likely outcomes but 
that increase the vulnerability to less likely events. 
Huge dikes built to guard against tsunamis and ty-
phoon storm surges may encourage investment in 
coastal  areas and increase vulnerability to exceptional 
events that exceed the design level of the dikes.64  
Taking into account extreme cases requires defining a 
set of  scenarios—including low-probability, high-
impact ones—and evaluating the robustness of plans 

D i a G r a M  2 . 2 An iterative process of decision making 
to prompt robust action in the face of uncertainty

Source: WDR 2014 team.
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B o x  2 . 4  Applying a robust decision-making methodology to deal with the risk of flooding in  
Ho Chi Minh City

Ho Chi Minh City, a low-lying and fast-growing metropolis of 7.4 mil-
lion people, faces significant and growing flood risk. The city’s plan-
ners are seeking to implement an integrated flood risk management 
strategy. However, many factors that would affect their choice of 
strategy are deeply uncertain, such as future population, economic 
growth, and the effects of climate change on rainfall and the sea 
level. In partnership with Ho Chi Minh City’s Steering Center for 
Flood Control, researchers undertook a demonstration project to 
analyze how robust decision making (RDM) could improve flood 
management, using the Nhieu Loc-Thi Nghe canal catchment area as 
a case study. The analysis explored 12 different risk management 
portfolios, each consisting of combinations of options such as raising 
homes and retreating from low-lying areas. Each portfolio was simu-
lated in 1,000 scenarios, where each scenario consisted of up to six 
different assumptions about socioeconomic development and cli-
mate change in the future.

The RDM analysis found that the current infrastructure plan 
reduces risk in best-estimate future conditions. Moreover, this plan is 
robust to a wide range of possible future population and economic 

trends; the uncertainty surrounding these aspects is therefore not a 
problem for designing a flood protection system. However, the cur-
rent plan may not be sufficiently robust to plausible impacts from 
climate change. Relying exclusively on the currently planned infra-
structure (“baseline”) would keep risk below recent levels only if 
rainfall intensities increase by no more than approximately 5 percent 
and if the Saigon River rises less than 45 centimeters (figure). Various 
scientific estimates suggest that both these thresholds may be 
exceeded by mid-century. The RDM analysis considered additional 
measures to ensure risk reduction for increases in rainfall intensity of 
up to 35 percent and increases in the level of the Saigon River of up 
to 100 centimeters. The cost of these measures could be reduced if 
the city implements an adaptive plan, which adds some measures 
now and more in the future if needed. The results of the RDM analy-
sis allow policy makers to evaluate robustness gains of certain strat-
egies, and consider the associated trade-offs against their risk pref-
erences and available budgets. Overall, the findings suggest that 
these additional actions would significantly improve the robustness 
of Ho Chi Minh City’s risk management plans.

Source: WDR 2014 team based on Lempert and others 2013. 

Note: Different estimates of potential rainfall and river levels in the figure are indicated by the blue dashed lines. MONRE = Ministry of Natural Resources and the 
Environment (Vietnam). SLR = sea level rise. SREX = IPCC special report (IPPC 2012).

Various risk management strategies, and their robustness to increases in river levels and rainfall intensity

110

100

90

80

70

60

50

40

30

20

10

0
0 60555045403530

% increase in rainfall intensity

252015105

In
cr

ea
se

 in
 S

ai
go

n 
Ri

ve
r l

ev
el

s 
(c

m
)

Lempert, Sriver, and Keller
SLR estimate (75 cm)

MONRE SLR
Estimate (30 cm)

IPCC SREX
Mid Value (20%)

IPCC SREX
High Value (35%)

Capture Rainwater
(10%, 100 cm)

Relocate to Safe Areas
(17%, 100 cm)

Groundwater and
Rainwater with Adaptive

Elevate and Relocate
(17%, 100 cm)

Elevate Buildings
(23%, 55 cm)

Baseline
(6%, 45 cm)

Manage Groundwater
(7%, 55 cm)

All Options
(32%, 100 cm)

Elevate and Relocate
(21%, 100 cm)

Elevate and Relocate with Adaptive
Groundwater and Rainwater
(26%, 100 cm)

Groundwater and
Rainwater

(14%, 85 cm)



 Beyond the ideal: Obstacles to risk management and ways to overcome them 97

4.  Stakeholders may be willing to improve their risk 
management, but may be unable to do so because 
they lack resources. In this case, the provision  
of additional resources—directly or indirectly—
would help.

This sequence is only an example: in practice, the 
second, third, or fourth of these considerations could 
happen first or at the same time as the others. How-
ever, applying these screens in that order can help 
identify critical gaps that need to be addressed first 
and reveal early in the process relatively low-cost in-
terventions that are highly effective (such as correct-
ing incentives through market instruments or better 
coordination). 

In theory, these measures to correct incentives 
should pay for themselves over time, since they cor-
rect externalities and market and government fail-
ures. But in the short run, costs may be high, and 
over time, there may be tough trade-offs, large dis-

the obstacles to risk management that are described 
in diagram 2.1 and discussed earlier. A sequence that 
policy makers might consider in conducting a risk 
management analysis follows: 

1.  Individuals and firms may fail to manage risks be-
cause decision makers (private or public) face in-
centives that are distorted toward too much or too 
little risk taking. These situations need to be iden-
tified and corrected as a priority, since other mea-
sures are unlikely to be effective in the presence of 
bad incentives.

2.  If incentives are correct, then providing good in-
formation is critical to improving the quality of 
decisions. 

3.  Sometimes, correct incentives and good informa-
tion are unable to trigger a change in behavior. 
Specific measures are required to correct cogni-
tive failures and behavioral biases.

B o x  2 . 5   Precaution in the face of risk: Striking a balance between costs and benefits with the 
precautionary principle

Precaution in the face of risk has been formalized in many countries 
in the form of a “precautionary principle.” Three versions of the prin-
ciple, in increasing level of stringency, have been identified by 
 Wiener and Rogers:

•	 	“Uncertainty	does	not	justify	inaction”	(it	is	possible	to	regulate	
without full scientific certainty).

•	 	“Uncertainty	does	justify	action”	(regulations	are	required	when	
there is a possibility of danger).

•	 	“Uncertainty	requires	shifting	the	burden	and	standard	of	proof”	
(potentially risky activities are prohibited until the proponent of 
the activity can prove it poses no risks or acceptable risks).

Implementation of the precautionary principle may be either 
explicit or implicit. German laws have mentioned the Vorsorge-
prinzip since the 1970s, and France introduced the precautionary 
principle in its national constitution in 2005. In the United States, the 
concept of “precautionary actions” is regularly mentioned in court 
decisions and in laws and regulations. For instance, the Environmen-
tal Protection Agency banned leaded gasoline in the 1970s, when 
the benefits of doing so were still unclear; this measure is now 
known to be cost-effective and responsible for decreasing the num-
ber of children with lead-related learning deficits in the United 
States. But the United States has not adopted an overarching pre-
cautionary principle for all regulation; since the late 1970s, every U.S. 
president has instead required impact assessments of the benefits 
and costs of regulation. The precautionary principle is recognized at 
the international level: for instance, by the 1992 declaration of the 
United Nations Conference on Environment and Development. 

Source: WDR 2014 team based on Charnley and Rogers 2011; European Commission 2000; Wiener and Rogers 2002; Wiener and others 2011.

The European Union (EU) seems to be following the first version 
of the principle in some areas. The Maastricht treaty (1992) states 
that EU policy on the environment “shall be based on the precau-
tionary principle” (Art 130R). A communication from the European 
Commission published in 2000 states the following: “Where there 
are threats of serious or irreversible damage, lack of full scientific 
certainty shall not be used as a reason for postponing cost- 
effective measures to prevent environmental degradation.” The 
communication provides implementation guidance, designed to 
ensure that the precautionary principle does not lead to paralysis 
or self-contradiction: the measures it recommends are supposed to 
be temporary (and to include a plan to collect the information 
needed to conduct a more classical risk analysis); proportional (the 
threat must be “serious” and the measures “cost-effective”); based 
on significant evidence of the existence of a risk (“full certainty” is 
not necessary, but the threat needs to be credible); and based on 
an assessment of benefits and costs. 

Putting the precautionary principle into practice has been diffi-
cult in some cases. Precaution can prevent some risks but can also 
pose new risks as well as economic costs. Debates over the precau-
tionary principle have been heated at times (such as when critics 
perceive high costs, low risks, or disguised trade protectionism). But 
the reality of actual application in policy making has been quite 
diverse, within the United States and the European Union and else-
where, suggesting that concerns about costs and risks are shaping 
real policy choices. These issues also suggest that more learning, 
and an iterative process, are needed about how to apply and  
put into operation a precautionary approach, especially in lower-
income environments. 
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In making those choices, policy makers should 
choose steps that can be taken now but allow for im-
provements later. This practical approach leads to 
specific priorities, building on the five policy princi-
ples discussed at the end of chapter 1.

Be realistic

Keep it simple. Simple risk management instruments 
should be preferred when capacity is low, even 
though they may be less efficient in theory. Simple 
regulations, for instance, may be easier to enforce 
than sophisticated (and theoretically more efficient) 
approaches based on market instruments. An exam-
ple is car insurance in South Africa, where a fuel tax 
helps pay for third-party insurance for motor vehi-
cles. Such an approach provides a simple and effi-
cient way of compensating accident victims in a 

tributive impacts, or high political costs (when some 
actors oppose the measure). A low or negative aggre-
gate cost does not mean that a policy is easy to imple-
ment. Complementary measures may be needed to 
cope with political obstacles or with negative side ef-
fects over the short term.65 Other measures will be 
more costly (such as direct investment in building 
dikes), and they can be considered at a later stage. 

A way past the obstacles: Choosing policy 
priorities

How can policy makers build a strong foundation for 
improved risk management over time? Given the ob-
stacles they face, they must make hard choices. They 
must be practical in these choices. Their choices 
sometimes must be second-best: less than ideal, and 
more limited than desired. 

D i a G r a M  2 . 3 A set of screens for assessing obstacles to risk management, and formulating policy 
responses

Source: WDR 2014 team.
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disaster—and that cannot be easily reversed when the 
memory of the event has disappeared. Doing so helps 
prevent some of the negative consequences of peo-
ple’s short memory about risk and disaster and com-
pensates for the implementation issues related to 
political economy challenges. While policy makers 
should not wait to initiate such institutional changes 
until a contingency occurs, the increased public 
awareness in such a situation will increase the mo-
mentum and support for institutionalizing best-
practice risk management. For instance, the Nether-
lands reacted to the 1953 floods by implementing 
local maximum acceptable flood risk levels; these 
limitations are fixed by law, making it harder for peo-
ple to disregard flood management as time goes by.69 
The creation of a national risk board is an option to 
create an irreversible institutional change that incen-
tivizes long-term risk management and helps coordi-
nate risk reduction actions. 

Start with soft measures that change incentives or 
make them more effective. Hard measures (such as 
dikes) or complex risk-sharing mechanisms are very 
unlikely to be efficient and sustainable if incentives 
are distorted toward too much or too little risk tak-
ing. Obstacles to risk management related to incen-
tives need to be identified and corrected as priori-
ties, through institutional reforms and economic 
instruments (from regulation to market instru-
ments), to communication and information cam-
paigns, and behavioral approaches. Starting with 
soft measures can correct for a bias in risk manage-
ment toward hard and capital-intensive solutions—
even when cheaper and more flexible institutional 
solutions are available. 

Choose flexible solutions and build in learning. To 
cope with uncertainty and differences in beliefs, val-
ues, and sensitivity, policy makers should aim for ro-
bust policies that may not be optimal in the most 
likely future but that lead to acceptable outcomes in 
a large range of scenarios and that are adaptive and 
flexible: that is, policies that are easy to revise as new 
information becomes available. More learning, and 
an iterative process of monitoring and learning,  
is needed about how to apply risk management 
 approaches, especially in lower-income environ-
ments.70 One way to maximize learning is to learn 
from other domains where experience is system-
atized and internationalized. An example is the Inter-
national Civil Aviation Organization, a specialized 
agency of the United Nations that defines the proto-
cols for investigations of aviation accidents and 

weak institutional environment where enforcing 
compulsory car insurance is difficult.66 Selecting so-
lutions that are appropriate for local capacity and 
resources is particularly critical to ensure that risk 
management does not cause unnecessary harm and 
excessive costs or create new risks through unin-
tended negative policy consequences or political 
economy backlash. 

Tailor technology to local circumstances. Adoption of 
the most recent vintage of technologies can help de-
veloping countries manage their risks. Technology 
transfers can help: for instance, by making available 
globally the most recent drugs and vaccines. What is 
required, however, is not a simple technology trans-
fer but the adaptation of technology to fit local 
needs and social norms and constraints and to thus 
maximize adoption (see spotlight 1). Successful in-
novations in risk management in developing coun-
tries have often relied on modern technologies, but 
always through a complex process of adaptation. 
The Bangladesh hurricane early warning system, for 
instance, combines modern hurricane track forecast 
technologies with low-tech, locally designed com-
munication tools, including handheld bullhorns, 
bicycle-mounted loudspeakers, and house-to-house 
contacts.67

Concentrate on low-hanging fruit and win-win 
 solutions. Relatively low-cost interventions that are 
highly effective should be favored. Cleaning the storm 
drains in Mumbai helps flood control. But beyond 
that, it improves health and hygiene and even the 
quality of life in neighborhoods, leading to a virtuous 
cycle. Removing bad incentives can be extremely ef-
ficient and relatively inexpensive, even though it may 
not be easy to do. For instance, reforms can target fos-
sil fuel subsidies that promote energy-inefficient 
transport and heating and thus increase health risks 
from local air pollution. Strengthening the capabili-
ties that are generally useful to manage risks of differ-
ent natures is particularly cost-effective.68 For exam-
ple, the ability to manage large-scale evacuation is the 
same whether the reason is a flood or a technological 
accident, as is the capacity to scale up cash transfers 
rapidly after a shock, whether the shock is a natural 
hazard or an economic crisis. 

Build a strong foundation for improved risk 
management over time 

Create institutional arrangements when the need for 
them is obvious in everybody’s mind—such as after a 
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knowledge on disaster risk management and post-
disaster reconstruction with other countries vul-
nerable to disasters. Improving the ability of the 
 international community to share information on 
risks—from health and road-accident risks to large-
scale disasters—would be a useful input into the de-
sign of more robust strategies (see chapter 8).

shares the results, ensuring that everybody can ben-
efit from the mistakes of the others. “Learning from 
Megadisasters,” a knowledge-sharing project spon-
sored by the government of Japan and the World 
Bank, collects and analyzes information, data, and 
evaluations on the Great East Japanese Earthquake  
of March 11, 2011, with the aim of sharing Japan’s 



 Beyond the ideal: Obstacles to risk management and ways to overcome them 101

36.  Krueger 1990.
37.  James 2000, 330.
38.  World Bank 2012.
39.  Kunreuther 2006.
40.  Michel-Kerjan 2008.
41.  Stern and Fineberg 1996.
42.  UNISDR 2007. 
43.  Viguie and Hallegatte 2012.
44.  Olson 1965.
45.  World Bank 2000, chapter 3. 
46.  Blanke 2011.
47.  Ferlie 1992; James 2000.
48.  James 2000.
49.  Healy and Malhotra 2008.
50.  Kunreuther and Michel-Kerjan 2012.
51.  Jha and Chaloupka 2000. 
52.  Viguie and Hallegatte 2012. 
53.  Hallegatte and others 2012. 
54.  Taleb 2010.
55.  Lautze and others 2007. 
56.  Ghebreyesus and others 1999.
57.  Graham and Wiener 1995.
58.  Craig, Gadgil, and Koomey 2002.
59.  Manski 2011.
60.  See the Climate Policy Initiative’s website at http://climate 

policyinitiative.org/publication/risk-gaps.
61.  Manski 2011.
62.  Pate-Cornell 2012.
63.  Hallegatte and others 2012. 
64.  Hallegatte 2012.
65.  World Bank 2012. 
66.  Smith 2006. 
67.  Paul 2010.
68.  Ministry of the Interior and Kingdom Relations 2007. 
69.  Slomp 2012.
70.  Dewey 1927.

Notes

 1.  “Brimstowad May Miss Its 2015 Deadline,” Hindustan Times, 
July 26, 2012.

 2.  World Bank and GFDRR 2013.
 3.  FEMA 2010.
 4.  Guiso 1998.
 5.  See the Ecomet’s website at www.ecomet.eu.
 6.  World Bank and GFDRR 2013.
 7. Johnson and Goldstein 2003. 
 8.  Kahneman and Tversky 1979.
 9.  Banerjee and Duflo 2011.
10. Sjöberg 2000. 
11.  Commissariat Général du Plan 2001. 
12.  Weber and Johnson 2012.
13.  Sunstein 2011.
14.  Engel and Weber 2007.
15.  Michel-Kerjan, de Forges, and Kunreuther 2012. 
16.  Meyer 2010. 
17.  Hallegatte 2012. 
18.  Banerjee and Duflo 2011.
19.  Hyder and Aggarwal 2009.
20.  Kiefer and Montjoy 2006. 
21. Spears 2013.
22.  Cohen 2005.
23.  Telles, Singh, and Joshi 2009.
24.  Laffont 1995.
25.  Austin, Kristinsson, and Anderson 1999.
26.  Lall and Deichmann 2012. 
27.  Todo, Nakajima, and Matous 2013. 
28.  Kahan 2000. 
29.  La Ferrara, Chong, and Duryea 2008. 
30.  UNISDR 2011. 
31.  Hallegatte 2012.
32.  Peters and Slovic 1996.
33.  Wiener and others 2011.
34.  Hattis and others 2001. 
35.  World Bank 2009.



102 WO R L D  D EV E LO P M E N T  R E P O RT  2 0 1 4

Deep Uncertainty: Application to Climate Change.” Policy 
 Research Working Paper 6193, World Bank, Washington, DC.

Hattis, Dale, Abel Russ, Robert Goble, Prerna Banati, and Marga-
ret Chu. 2001. “Human Interindividual Variability in Suscepti-
bility to Airborne Particles.” Risk Analysis 21 (4): 585–99.

Healy, Andrew J., and Neil Malhotra. 2008. “Mass and Elite Prefer-
ences for Disaster Relief and Prevention Spending: Retrospec-
tive Voting and Failures in Electoral Accountability.” Econom-
ics Department Working Paper, Loyola Marymount University, 
Los Angeles.

Hyder, Adnan A., and Anju Aggarwal. 2009. “The Increasing Bur-
den of Injuries in Eastern Europe and Eurasia: Making the 
Case for Safety Investments.” Health Policy 89 (1): 1–13.

IPCC (Intergovernmental Panel on Climate Change). 2007. Cli-
mate Change 2007: The Physical Science Basis. Contribution of 
Working Group I to the Fourth Assessment Report of the 
IPCC. Cambridge, UK: Cambridge University Press.

———. 2012.  Managing the Risks of Extreme Events and Disasters 
to Advance Climate Change Adaptation. A Special Report of 
the Inter governmental Panel on Climate Change. New York, 
NY: Cambridge University Press.

James, Oliver. 2000. “Regulation inside Government: Public Inter-
est Justifications and Regulatory Failures.” Public Administra-
tion 78 (2): 327–34.

Jha, Prabhat, and Frank J. Chaloupka. 2000. Tobacco Control Poli-
cies in Developing Countries. New York: Oxford University 
Press.

Johnson, Eric J., and Daniel Goldstein. 2003. “Do Defaults Save 
Lives?” Science 302 (5649): 1338–39.

Kahan, Dan M. 2000. “Gentle Nudges vs. Hard Shoves: Solving the 
Sticky Norms Problem.” University of Chicago Law Review 67 
(3): 607–45.

Kahneman, Daniel, and Amos Tversky. 1979. “Prospect Theory: 
An Analysis of Decision under Risk.” Econometrica 47 (2): 
263–91.

Kiefer, John J., and Robert S. Montjoy. 2006. “Incrementalism be-
fore the Storm: Network Performance for the Evacuation of 
New Orleans.” Public Administration Review 66 (s1): 122–30.

Krueger, Anne O. 1990. “Government Failures in Development.” 
Journal of Economic Perspectives 4 (3): 9–23.

Kunreuther, Howard. 2006. “Disaster Mitigation and Insurance: 
Learning from Katrina.” ANNALS of the American Academy of 
Political and Social Science 604 (1): 208–27.

Kunreuther, Howard, and Erwann Michel-Kerjan. 2012. “Policy 
Options for Reducing Losses from Natural Disasters: Allocat-
ing $75 Billion.” Copenhagen Consensus 2012 Challenge 
 Paper, Copenhagen Consensus Center, Washington, DC.

La Ferrara, Eliana, Alberto Chong, and Suzanne Duryea. 2008. 
“Soap Operas and Fertility: Evidence from Brazil.” Working 
Paper 172, Bureau for Research and Economic Analysis of De-
velopment, Durham, NC.

Laffont, Jean-Jacques. 1995. “Regulation, Moral Hazard and Insur-
ance of Environmental Risks.” Journal of Public Economics 58 
(3): 319–36.

Lall, Somik V., and Uwe Deichmann. 2012. “Density and Disasters: 
Economics of Urban Hazard Risk.” World Bank Research Ob-
server 27 (1): 74–105.

Lautze, Jonathan, Matthew McCartney, Paul Kirshen, Dereje 
Olana, Gayathree Jayasinghe, and Andrew Spielman. 2007. 
“Effect of a Large Dam on Malaria Risk: The Koka Reservoir in 
Ethiopia.” Tropical Medicine & International Health 12 (8): 
982–89.

References

Austin, Daren J., Karl G. Kristinsson, and Roy M. Anderson. 1999. 
“The Relationship between the Volume of Antimicrobial 
 Consumption in Human Communities and the Frequency of 
Resistance.” Proceedings of the National Academy of Sciences of 
the United States of America 96 (3): 1152–56.

Banerjee, Abhijit V., and Esther Duflo. 2011. Poor Economics:  
A Radical Rethinking of the Way to Fight Global Poverty. New 
York: PublicAffairs.

Blanke, D. Douglas. 2011. “Tobacco.” In Wiener and others, The 
Reality of Precaution, 91–120. 

Cabinet Office (United Kingdom). 2012. “National Risk Register 
of Civil Emergencies.” Cabinet Office, London.

Charnley, Gail, and Michael D. Rogers. 2011. “Frameworks for 
Risk Assessment, Uncertainty, and Precaution.” In Wiener and 
others, The Reality of Precaution, 361–75. 

Cohen, Alma. 2005. “Asymmetric Information and Learning: 
 Evidence from the Automobile Insurance Market.” Review of 
Economics and Statistics 87 (2): 197–207.

Commissariat Général du Plan. 2001. “Transports: Choix Des In-
vestissements Et Coût Des Nuisances.” Commissariat Général 
du Plan, Paris.

Craig, Paul P., Ashok Gadgil, and Jonathan G. Koomey. 2002. 
“What Can History Teach Us? A Retrospective Examination of 
Long-Term Energy Forecasts for the United States.” Annual 
Review of Energy and the Environment 27 (1): 83–118.

De Francesco, Fabrizio. 2012. “Diffusion of Regulatory Impact 
Analysis among OECD and EU Member States.” Comparative 
Political Studies 45 (10): 1277–305.

Dewey, John. 1927. The Public and Its Problems. New York: Henry 
Holt and Company.

Engel, Christoph, and Elke U. Weber. 2007. “The Impact of Institu-
tions on the Decision How to Decide.” Journal of Institutional 
Economics 3 (3): 323–49.

European Commission. 2000. “Communication from the Com-
mission on the Precautionary Principle.” Communication 
COM(2000) 1 final, European Commission, Brussels.

FEMA (Federal Emergency Management Agency). 2010. “Local 
Official Survey Findings on Flood Risk.” FEMA, Washington, 
DC.

Ferlie, Ewan. 1992. “The Creation and Evolution of Quasi Markets 
in the Public Sector: A Problem for Strategic Management.” 
Strategic Management Journal 13 (S2): 79–97.

Ghebreyesus, Tedros A., Mitiku Haile, Karen H. Witten, Asefaw 
Getachew, Ambachew M. Yohannes, Mekonnen Yohannes, 
Hailay D. Teklehaimanot, Steven W. Lindsay, and Peter Byass. 
1999. “Incidence of Malaria among Children Living near 
Dams in Northern Ethiopia: Community Based Incidence 
Survey.” British Medical Journal 319 (7211): 663–66.

Graham, John D., and Jonathan B. Wiener. 1995. Risk Versus Risk: 
Tradeoffs in Protecting Health and the Environment. Cam-
bridge, MA: Harvard University Press.

Grossi, Patricia, and Robert Muir-Wood. 2006. “Flood Risk in New 
Orleans: Implications for Future Management and Insurabil-
ity.” Risk Management Solutions, Newark, CA.

Guiso, Luigi. 1998. “High-Tech Firms and Credit Rationing.” Jour-
nal of Economic Behavior & Organization 35 (1): 39–59.

Hallegatte, Stéphane. 2012. “An Exploration of the Link between 
Development, Economic Growth, and Natural Risk.” Policy 
Research Working Paper 6216, World Bank, Washington, DC.

Hallegatte, Stéphane, Ankur Shah, Robert Lempert, Casey Brown, 
and Stuart Gill. 2012. “Investment Decision Making under 



 Beyond the ideal: Obstacles to risk management and ways to overcome them 103

Stern, Paul C., and Harvey V. Fineberg. 1996. Understanding Risk: 
Informing Decisions in a Democratic Society. Washington, DC: 
National Academy Press.

Sunstein, Cass R. 2011. “Precautions against What? Perceptions, 
Heuristics, and Culture.” In The Reality of Precaution, 
492–517. 

Taleb, Nassim N. 2010. The Black Swan: The Impact of the Highly 
Improbable. New York: Random House.

Telles, Shirley, Nilkamal Singh, and Meesha Joshi. 2009. “Risk of 
Posttraumatic Stress Disorder and Depression in Survivors of 
the Floods in Bihar, India.” Indian Journal of Medical Sciences 
63 (8): 330–34.

Todo, Yasuyuki, Kentaro Nakajima, and Petr Matous. 2013. “How 
Do Supply Chain Networks Affect the Resilience of Firms to 
Natural Disasters? Evidence from the Great East Japan Earth-
quake.” Discussion Paper Series 13-E-028, Research Institute 
of Economy, Trade and Industry, Tokyo.

UNISDR (United Nations International Strategy for Disaster Re-
duction). 2007. “Hyogo Framework for Action 2005–2015: 
Building the Resilience of Nations and Communities to Disas-
ters.” United Nations, Geneva.

———. 2011. “Global Assessment Report on Disaster Risk Reduc-
tion: Revealing Risk, Redefining Development.” United Na-
tions, Geneva.

Vastveit, Kirsti R. 2011. “The Use of National Risk Assessments in 
the Netherlands and the UK.” Master’s dissertation, University 
of Stavanger, Stavanger, Norway.

Viguie, Vincent, and Stéphane Hallegatte. 2012. “Trade-Offs and 
Synergies in Urban Climate Policies.” Nature Climate Change 2 
(5): 334–37

Weber, Elke U., and Eric J. Johnson. 2012. “Psychology and Behav-
ioral Economics Lessons from the Design of a Green Growth 
Strategy.” Policy Research Working Paper 6240, World Bank, 
Washington, DC.

Wiener, Jonathan B. 2013. “The Diffusion of Regulatory Over-
sight.” In The Globalization of Cost-Benefit Analysis in Environ-
mental Policy, edited by Michael A. Livermore and Richard L. 
Revesz, 123–41. New York: Oxford University Press.

Wiener, Jonathan B., and Michael D. Rogers. 2002. “Comparing 
Precaution in the United States and Europe.” Journal of Risk 
Research 5 (4): 317–49.

Wiener, Jonathan B., Michael D. Rogers, James K. Hammitt, and 
Peter H. Sand. 2011. The Reality of Precaution: Comparing Risk 
Regulation in the United States and Europe. Washington, DC: 
RFF Press.

World Bank. 2000. World Development Report 2000/2001: Attack-
ing Poverty. Washington, DC: World Bank.

———. 2009. World Development Report 2010: Development and 
Climate Change. Washington, DC: World Bank.

———. 2012. Inclusive Green Growth: The Pathway to Sustainable 
Development. Washington, DC: World Bank.

World Bank and GFDRR (Global Facility for Disaster Reduction 
and Recovery). 2013. “Weather, Climate and Water Hazards 
and Climate Resilience: Effective Preparedness through Na-
tional Meteorological and Hydrological Services.” World  
Bank, Washington, DC.

Lempert, Robert, Nidhi Kalra, Suzanne Peyraud, Zhimin Mao, 
Sinh Bach Tan, Dean Cira, and Alexander Lotsch. 2013. “En-
suring Robust Flood Risk Management in Ho Chi Minh City.” 
Policy Research Working Paper 6465, World Bank, Washing-
ton, DC.

Loewenberg, Samuel. 2006. “US Chemical Companies Leave Their 
Mark on EU Law.” Lancet 367 (9510): 556–57.

Manski, Charles F. 2011. “Policy Analysis with Incredible Certi-
tude.” Economic Journal 121 (554): F261–F89.

Meyer, Robert. 2010. “Why We Still Fail to Learn from Disasters.” 
In The Irrational Economist: Making Decisions in a Dangerous 
World, edited by Erwann Michel-Kerjan and Paul Slovic,  
124–31. New York: Public Affairs.

Michel-Kerjan, Erwann. 2008. “Disasters and Public Policy: Can 
Market Lessons Help Address Government Failures?” Pro-
ceedings of the 99th National Tax Association Annual Confer-
ence, Boston, MA.

Michel-Kerjan, Erwann, Sabine Lemoyne de Forges, and Howard 
Kunreuther. 2012. “Policy Tenure under the U.S. National 
Flood Insurance Program (NFIP).” Risk Analysis 32 (4): 
644–58.

Ministry of the Interior and Kingdom Relations (the Nether-
lands). 2007. National Security: Strategy and Work Programme 
2007–2008. The Hague: Ministry of the Interior and Kingdom 
Relations.

———. 2009. Working with Scenarios, Risk Assessment and 
 Capabilities in the National Safety and Security Strategy of the 
Netherlands. The Hague: Ministry of Interior and Kingdom 
Relations.

Olson, Mancur. 1965. The Logic of Collective Action: Public Goods 
and the Theory of Groups. Cambridge, MA: Harvard University 
Press.

Pate-Cornell, Elisabeth. 2012. “On ‘Black Swans’ and ‘Perfect 
Storms’: Risk Analysis and Management When Statistics Are 
Not Enough.” Risk Analysis 32 (11): 1823–33.

Paul, Bimal K. 2010. “Why Relatively Fewer People Died? The  
Case of Bangladesh’s Cyclone Sidr.” Natural Hazards 50 (2): 
289–304.

Peters, Ellen, and Paul Slovic. 1996. “The Role of Affect and World-
views as Orienting Dispositions in the Perception and Accep-
tance of Nuclear Power.” Journal of Applied Social Psychology 
26 (16): 1427–53.

Renn, Ortwin, and Peter Graham. 2005. “Risk Governance: To-
wards an Integrative Approach.” White Paper 1, International 
Risk Governance Council, Geneva.

Sjöberg, Lennart. 2000. “Factors in Risk Perception.” Risk Analysis 
20 (1): 1–12.

Slomp, Robert. 2012. “Flood Risk and Water Management in the 
Netherlands: A 2012 Update.” Rijkswaterstaat, Ministry of In-
frastructure and the Environment, The Hague.

Smith, Stephen. 2006. “Taxes on Road Transport.” In Excise Tax 
Policy and Administration in Southern African Countries,  
edited by Sijbren Cnossen, 117–50. Pretoria: University of 
South Africa Press.

Spears, Dean. 2013. “How Much International Variation in Child 
Height Can Sanitation Explain?” Policy Research Working 
 Paper 6351, World Bank, Washington, DC.


